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1  Overview

This document details the procedure required to implement Secure Sockets Layer (SSL) within a Aleph version 18.01 installation.  
Note

The process to implement SSL requires the use of both the “aleph” and “root” 
(or sudo as root) users.

2 Implementing the Change 

Ex Libris staff and site staff must confirm an exact path to SSL certificates and names of the SSLCertificateFile and SSLCertificateKeyFile. 

The certificates should be found in:

$httpd_root/SSLconf/conf 

The environment parameter $httpd_root in Aleph versions typically refers to the path (if the local installation is the first installation on the server):

$alephe_root/apache

3 Steps to be completed as an “aleph” user:

1. Make the relevant configuration changes in :

$httpd_root/conf/ssl.conf

$httpd_root/conf/ssl.conf.tml 

Confirm or change the port (the default port within the ssl.conf table is 443)
Check paths and names of SSLCertificateFile and SSLCertificateKeyFile parameters.

For example:

#   Server Certificate: Point SSLCertificateFile at a PEM encoded certificate.

SSLCertificateFile /exlibris/metalib/a18_1/apache/SSLconf/conf/new.cert.cert

SSLCertificateKeyFile  /exlibris/aleph/a18_1/apache/SSLconf/conf/new.cert.key

2. Change in the following HTML files and the other HTML files that are used for login.

In the file $httpd_root/htdocs/.index.html

Replace the string: 

http://<IP or hostname>:<PORT>
With the string:

https://<IP or hostname>:<SSL PORT>

For example change the string:

var loc = "http://il-aleph03:8995/F?RN="+session;

with the string:

var loc = "https://il-aleph03:443/F?RN="+session;
3. In the file $alephe_root/www_f_eng/login                         

Replace the:

 
<form method=post

      
name="form1"

      
action="&server_f">

With the:


<form method=post

     
 name="form1"

      
 action="&server_f_ssl">

      
<input type="hidden" name="ssl_flag" value="Y">

4. In the file $alephe_root/www_f_eng/login-session
Replace the:

 
<form method=post

      
name="form1"

      
action="&server_f">

With the:

<form method=post

     
 name="form1"

      
 action="&server_f_ssl">

      
<input type="hidden" name="ssl_flag" value="Y">

5. Modify the following line in the apache part of the /exlibris/startup/init.dat file.

Y:apache:aleph:httpd:/exlibris/aleph/u18_1:../a18_1:apachectl_auto:apachectl

to the line:

Y:apache:root:httpd:/exlibris/aleph/u18_1:../a18_1:apachectl_auto:

apachectl

Add the string -DSSL to the line:



$httpd_bin/httpd -d $httpd_root

For example:

 

$httpd_bin/httpd -d $httpd_root -DSSL
6. In the following files:

$alephe_root/apache/bin/apachectl   

$alephe_root/apache/bin/apachectl.tml 

Add the string -DSSL to the line:

HTTPD="/exlibris/aleph/a18_1/product/bin/httpd -d /exlibris/aleph/u18_1/alephe/apache"

For example:

HTTPD="/exlibris/metalib/a18_1/product/bin/httpd -d /exlibris/metalib/u18_1/alephe/apache -DSSL"

7. Stop apache as aleph user 

8. restart the Apache httpd.pid as root user.

    >  su

     >  cd $alephe_root/apache/bin

     > #  apachectl_auto

9. Restart www_server (as user aleph) with following command:

>> start_w

Note

You can also restart the web server using the UTIL W/3/1utility menu.

3:  Start servers. 

1.  WWW server M 

4 Test your changes

Start up scripts:

Reboot the host machine to test the changes made to /exlibris/startup/init.dat.  

The expected and successful test result would be: 

Within the standard $alephe_root/apache/logs directory, the httpd.pid would be present with the correct date stamp 

The Aleph version web interface would be available for use (typically with the login page using secure Apache).
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