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1 Passwords

The passwords for all libraries are contained in a single password file that is managed
by a single administrative library. This means that the file is physically part of one
library's Oracle tables and that when you want to update passwords through the GUI,
you must connect to that library. The administrative library that manages the
passwords file is defined in the aleph start file in the /alephe_root directory.
Following is an example of the line in the aleph_start file that defines the password
library:

setenv pw_library USROO

The default password library is usually USRO0 and must be changed during
installation to one of the local libraries. Please consult Ex Libris before changing the
library.

1.1 Default Password

Ex Libris has provided you with the default user name and default password for
managing access rights in the Staff Privileges function. You may change the default
password.

However, if you forget the new password of the default user, the only way to reinstate
the default password is to delete the files that contain users and passwords (files Z66
and Z67), using UTIL A/17/1. Before deleting these files, consult Ex Libris.

Note that you may give other users the authorization to manage passwords and access
rights.

1.2 Entering Passwords

The first time a user activates a module of the system, he will be asked to identify
himself by entering his user name and password. The user name and password are
then stored on the local disk in encrypted form and become the default for the client.
In this way, the user does not have to enter his user name and password each time he
uses the client.

However, if you DO want the user to identify himself each time the client is activated,
go to the arepucom/ TaB directory of the client and open the ALEPHCOM.INI file.
Make sure that the SavePassword flag in the [Main] section is set to N.

2 Functions and Subfunctions

The list of functions and subfunctions to which users may be given access rights is
located in the user function file.

The following is a sample of the table:
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PASSWORD L Staff Privileges (Passwords) GLOBAL L All Unspecified Subfunctions
PASSWORD L Staff Privileges (Passwords) USER-LIST L User list - Display
PASSWORD L Staff Privileges (Passwords) DUPLICATE-AUT L User - Duplicate
PASSWORD L Staff Privileges (Passwords) UPDATE-USER L User - Update
PASSWORD L Staff Privileges (Passwords) PERMISSIONS-GET L Access rights - Display
PASSWORD L Staff Privileges (Passwords) PERMISSIONS-PUT L Access rights - Update
PASSWORD L Staff Privileges (Passwords) PERMISSIONS-DELETE L Access rights - Delete
PASSWORD L Staff Privileges (Passwords) CHANGE-PASS L Password — Change

The columns in capital letters (columns 1 and 4) are codes used by the system to
identify the function and access rights. Do not change these codes.

You may, however, edit columns 3 and 6 which appear in uppercase and lowercase
letters (for example, "User Registration™ and "All subfunctions™). The text in columns
3 and 6 is displayed in the Staff Privileges function accessible from all modules. The
changes you make in these columns should be limited to changes of grammar,
spelling or phrasing and should not alter the meaning.

3 Drop-down Menus

Following is a list of the fields on the Staff Privileges window that have drop-down
menus. Note that in order to edit entries in the pc_tab exp field.1lng file, be sure
that you are first connected to the same administrative library that manages the
passwords file.

Cataloger Level
You may add new cataloger levels by editing the pc_tab exp field.1ng file. In that
file, the menu is identified by the ID "LEVEL."

Circ. Override Level
You may add new circ. override levels by editing the pc_tab exp field.lng file. In
that file, the menu is identified by the ID "CIRC. LEVEL."

Cat. Own ID
Cat. Own IDs are taken from the tab exp own.lng table of the library's tab
directory. You can add new Cat. Own IDs by editing this table.

Note: The value entered in the Cat. Own ID field is checked against the values
defined in the tab _exp own.1ng table. If the value does not appear in the table, it will
be rejected and an error message will pop up.

Cat. Own Permission
Cat. Own Permissions are taken from the tab exp own.1ng table of the library's tab
directory. You can add new Cat. Own Permissions by editing this table.

Note: The value entered in the Cat. Own Permission field is checked against the
values defined in the tab exp own.lng table. If the value does not appear in the
table, it will be rejected and an error message will pop up.
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Department

Staff department is taken from the pc_tab exp field.lng table of the library's tab
directory. You can add a new Department by editing the STAFF-DEPARTMENT
section this table.

4 Drop-down lists that cannot be modified

User Library

The values displayed in the drop-down list depend on the connected user. If an
ADMIN "master user" is connected, the list will include all the ADM libraries in the
system (i.e., libraries that are defined in the ./alephe/aleph start file). If the
connected user is authorized for opening new passwords or authorizations for a
particular library, the list will include only the ADM library to which the user is
assigned.

ILL Unit

This drop-down list of allowed ILL units depends on the type of user that is being
defined. If the user belongs to a specific administrative unit, then the ILL units of that
specific administrative unit will be displayed. If the staff user is an ADMIN type then
all ILL units will be displayed.

4.1 Tabl00 Variables
The following tab100 variables define password management policies:
ALPHA-NUMERIC-PASSWORD

Defines whether or not the staff password must contain a combination of
alphabetic and numeric characters. The possible values are:

Y = Password must have both alphabetic and numeric characters.
N = Password does not have to have both alphabetic and numeric characters.
This variable can only be defined in the alephe/tab tab100 variable.
The default value is N.
MINIMUM-PASSWORD-LENGTH

Defines the minimum length of a staff user's password. The maximum length is
10.

This variable can only be defined in the alephe/tab tab100 variable.
The default value is 0, meaning that there is not length restriction.
PASSWORD-CHANGE-PERIOD

Defines the number of days that can elapse before changing the password is
required

This variable can only be defined in the alephe/tab tab100 variable.
The default value is 0, meaning that there is no password change enforcing policy.
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PASSWORD-FAIL-BLOCK
Defines whether or nor three failed login attempts will block the user.
Y = Three failed login attempts will block the user.
N = Three failed login attempts will not block the user.
The default value is N.
PASSWORD-NO-USE-PERIOD

Defines whether or not a staff user should be blocked if the login has not been
used for a defined number of days.

The default value is 0, meaning that that there is no non-use block policy.
PW-EXPIRY-WARNING

Defines how many days before expiration the user will get a warning when
logging into the system.

FIRST-LOGIN-PASS-CHANGE

Defines whether or not new staff users should change the password when logging
for the first time. The possible values are:

Y = password change is required when logging in for the first time.
N = password change is not required when logging in for the first time
The default value is N.

5 Column Headings (pc_tab_col.Ing)

pc_tab col.lng defines the columns of information that are displayed in list
windows in the GUI clients.

In order to define column headings, edit the bibliographic library (USMO01) table
pc_tab col.lng. For more information about pc tab col.1ng, see the Column
Headings (pc_tab_col.Ing) section in the General chapter - Using and Customizing
Your GUI chapter.

The following is a list of the Staff Privileges windows which use pc_tab col.1ng for
formatting data and their identifiers (Column 1 in pc_tab col.1lng):

Unique Code Staff Privileges GUI Windows

ADMIN_PASSWORD _LIST | Staff Privileges

ADMIN_L _PERMIT_LIST |Modify <User Name>s Access Rights

ADMIN_LIB_LIST Access Rights - Select Library

ADMIN_MODIFY Modify Permitted Sublibraries (left screen)
ADMIN_SUBLIB Modify Permitted Sublibraries (right screen)
PC_TABLE_ONE_COL Choose Administrative Library
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Unique Code

Staff Privileges GUI Windows

BUDGET_PER_LIST

Budget Permissions for <USER> in <library>
Summary of <USER>'s Access Rights

RECORD_SUBLIB

Sublibrary/Order-Unit Management

6 ALEPH Staff Menu Permissions

The list of actions that are displayed in the Staff Privileges interface and their
grouping is not configurable. However, the texts are derived from the
alephe/tab/user_function.Ing table. Columns 3 and 6 of this table may be configured
with the relevant language sensitive texts.

7 Access Rights to Non Standard Services

A special group of 30 privileges is assigned in the system for non standard batch
jobs, i.e. offline batch jobs that have not been supplied by Ex Libris, and have
been written by ALEPH users for their own special needs. The privileges are
grouped in the $alephe_tab/user_function.Ing Private Services group (PRIV-S), as

follows:

PRIV-S L Private Services GLOBAL L All

Unspecified Subfunctions

PRIV-S L Private Services PRIV-01 L PRIV-01

Private Service 01

PRIV-S L Private Services PRIV-02 L PRIV-02

Private Service 02

PRIV-S L Private Services PRIV-03 L PRIV-03

Private Service 03

PRIV-S L Private Services PRIV-04 L PRIVV-04

Private Service 04

PRIV-S L Private Services PRIV-05 L PRIV-05

Private Service 05

PRIV-S L Private Services PRIV-06 L PRIV-06

Private Service 06

In order to control the private jobs’ privileges, every private batch job must be
mapped to one of these privileges. This is done by implementing the following

two actions:

1. Map the batch job to a PRIV-xx privilege, where xx is a number between
01 and 30. This is done in the service’s xml form that is found in the
alephe/pc_b_Ing directory. For example, if you have a private batch job
that is named p-exam-01, then the batch job’s xml form
(alephe/pc_b_Ing/p-exam-01.xml) must contain a line such as:
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<permission>p_priv_01</permission>

For example:

<?xml version = "1.0"?>

<IDOCTYPE dialog SYSTEM "dialog.dtd">
<dialog>

<title>Example Service (exam-01)</title>
<proc>p_exam_01</proc>

<control>

</control>

<ignore_print_id>

</ignore_print_id>
<ignore_form_language>
</ignore_form_language>
<permission>p_priv_01</permission>
</dialog>

This would make the system check the Z67 record with the PRIV-S
function and PRIV-01 subfunction.

2. In the $alephe_tab/user_function.Ing file, change the description of the
PRIV-xx privilege to describe your private batch job. For example,

change:

PRIV-S L Private Services PRIV-01 L
PRIV-01 Private Service 01

To be

PRIV-S L Private Services PRIV-01 L

EXAM-01 Example Service 01

This will enable managing the Z67 record with the PRIV-S function and
PRIV-01 subfunction from the interface. After you implemented the
previous step, this is the record that sets the privilege for the p-exam-01
batch job.
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