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Introduction

This part contains the following section:

B Section 1: Overview of This Guide and the PDS on page 11
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Overview of This Guide and the PDS

This section includes:

B About This Guide on page 11

B Overview of the PDS on page 12

About This Guide

This guide describes the interaction between the following Ex Libris products
and the Patron Directory Service (PDS), a component that facilitates user
authentication and login to the product (or calling application, as it is referred
to in this document):

®  Aleph
MetaLib
DigiTool
Primo

Rosetta

Voyager

NOTES:

This guide describes how to work with both PDS version 1.3 and PDS
version 2.0. For information about the PDS 1.3 and 2.0 topologies, refer to
the Patron Directory Services Upgrade Guide.

B PDS 2.0 can be used with the following Ex Libris applications: Primo
version 3.0.2 and later; Aleph version 20.2.2 and later; Rosetta version
2.1.1 and later; MetaLib version 4.4 and later; DigiTool version 3.3 and
later; Voyager version 8.0 and later
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B PDS 1.3 can be used with the following Ex Libris applications: all
installations of Primo and Rosetta; MetaLib versions 3 and 4; Aleph
versions 18.01 and later

B Earlier versions of Aleph and DigiTool can be configured to use PDS 1.2.
Note that there may be certain features described in this document that
are not available for PDS 1.2.

The guide provides an in-depth technical understanding of the PDS and how it
can be configured to suit different authentication needs. Given its technical
content, the primary audience for this guide is likely to be system
administrators or staff with technical knowledge of authentication
arrangements at the institution or consortium.

NOTE:
The screen capture examples in the document use the Ex Libris PDS pages.
MetaLib, DigiTool, Rosetta, and Aleph all have their own customized
pages that contain their logos.

Overview of the PDS

The PDS is a “back-end” Web component that facilitates user authentication and
login to an Ex Libris calling application. The PDS is part of the standard calling
application package, but it is a distinct and separate component.
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The following diagram illustrates the components of the PDS system:

Ex Libris
Product

w0 | login |pordn logout
1 3 g 3 @

(©) ®

®

Figure 1: PDS System Components

The PDS system operates in the following manner:

1
2

A user starts a new session in an Ex Libris calling application.

If the calling application sends a Single Sign-On (SSO) request to the PDS,
the PDS checks whether SSO services are configured between this calling
application and other Ex Libris calling applications (step A in the above
figure). If SSO or remote SSO is configured, the PDS attempts to
authenticate the user this way. If the user is authenticated, the calling
application proceeds to request user attributes (see step 4 below). For
information on configuring SSO or remote SSO, see Single Sign-On (SSO)
Configuration on page 41.

If SSO is not configured or failed to authenticate a user and the user
attempts to log in to the calling application, a load-login request is sent from
the calling application to the PDS (step B in the above figure). The PDS then
attempts to authenticate the user via a remote authentication system (such
as CAS, iChain, or Shibboleth) or locally (step C in the above figure), via the
calling application’s own user database, an LDAP server, or a custom
remote CGI hook. For information on configuring local or remote login, see
Login Configuration on page 55.

Following authentication, the calling application requests user attributes
(step D in the above figure). The PDS obtains user attributes either from the
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calling application’s user database or from external user directories.
Attributes retrieved are handled in an XML format, mapped, and
normalized (step E in the above figure). For information on configuring user
attribute retrieval methods and mapping attributes, see User Attribute
Retrieval and Attribute Mapping on page 93.

NOTE:

The PDS can accommodate an authentication check against one server and
the retrieval of user attributes from another.

The PDS sends the normalized user attributes to the calling application and
the user is logged in to the application.

When the user attempts to log out of the application, a logout request is sent
from the calling application to the PDS. The logout process (step F in the
above figure) expires the user’s session. If you want to direct the user to a
specific URL after logout or log the user out of a remote authentication
server, you can configure these logout options as described in Logout
Configuration on page 107.

IMPORTANT:

To work with an Ex Libris calling application in conjunction with the PDS,
you must first configure the calling application. For information on
configuring the Ex Libris calling applications, see Calling Application
Configuration on page 31.

Institutions

A key PDS concept is the institution or institute (used interchangeably in this
document). In a multi-institution site (multiple Rosetta, Primo, or MetaLib
institutions, multiple Aleph ADMs, or multiple Voyager databases), each
institution usually has its own PDS configuration, referred to as a PDS
institution/institute. For information on configuring institutions, see
Institution Configuration on page 19.

NOTE:

The PDS can be configured to work for a consortium in which several
institutions share the same Ex Libris application, but each has its own
authentication and user database.

Securing the PDS

You can choose to work with the PDS within a secure environment. For
information on configuring security for the PDS, see Configuring Security for
the PDS on page 141.
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Debugging the PDS

For information on debugging the PDS system, see Debugging the PDS on
page 149.
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Institution and Calling
Application Configuration

This part contains the following sections:
B Section 2: Institution Configuration on page 19

B Section 3: Calling Application Configuration on page 31
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Institution Configuration

This section includes:

Overview of Institutions on page 19

Configuring Institutions Using the PDS Configuration Wizard on
page 20

Configuring Institutions Manually on page 24

Overview of Institutions

The institution is an administrative concept and denotes the organization to
which end users and/or resources belong. In terms of the PDS, the important
aspect of an institution is user affiliation.

The following is a list of Ex Libris calling applications and an explanation of the
way in which each one handles the concept of the institution or its equivalent:

Aleph — In Aleph, each institution within a consortium generally has its
own ADM library and in most cases, an ADM is the equivalent of a PDS
institution. There are some cases in which one or more sublibraries
represent a single institution.

MetaLib — In MetaLib, each institution within a consortium generally has its
own MetaLib institution, which is the equivalent of a PDS institution. There
are some MetaLib consortia that share a single institution and refer to the
individual institutions as MetaLib user groups.

Primo - In Primo, each institution within a consortium generally has its own
Primo institution, which is the equivalent of a PDS institution.

DigiTool - DigiTool does not have the equivalent of an institution.
Consortia can use the user group concept to indicate individual institutions.

Rosetta — In Rosetta, each institution within a consortium generally has its
own Rosetta institution, which is the equivalent of a PDS institution.
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B Voyager - In Voyager, each institution within a consortium generally has its
own Voyager database, which is the equivalent of a PDS institution.

NOTE:
You must define the institution or institution-equivalent in your calling
application before you can configure the institution in the PDS.

To configure institutions:

B If you are working with the local disk PDS topology, you can configure
institutions via the configuration wizard, using the instructions in
Configuring Institutions Using the PDS Configuration Wizard below, or
manually, using the instructions in Configuring Institutions Manually on
page 24.

B [f you are working with the shared Oracle database PDS topology, you must
configure institutions via the configuration wizard, using the instructions in
Configuring Institutions Using the PDS Configuration Wizard below.

Configuring Institutions Using the PDS
Configuration Wizard

If you are working with the PDS configuration wizard, you configure
institutions using the PDS - Institution Configuration page.

20
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To configure an institution using the configuration wizard:

7 Click Save and Continue on the PDS - SSO Configuration page (the first
page of the wizard).

The PDS - Institution Configuration page opens.

> PDS - Institution Configuration

Name Description Calling Application
Copy settings from: | select V|
Go Back

Back to General Configuration

Figure 2: PDS - Institution Configuration Page
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8 In the Create New Institution in PDS section, click Create. The PDS General

Attributes page displays.

> PDS General Attributes for

Institution: | v |

PDS General Attributes

Code
Description
Character conversion

Calling application & override code

Remote login

Logout from PDS

Credentials for application logout service

Remote S50

EZpraxy

Use LDAP attributes for Voyager BOR_INFO

Change institution display order

Cancel & Go Back
To Institution Configuration

[noME v|

El

. I . I .|

5 3 e &

Primao
Metalib
Aleph
Rosetta
Wayager

DigiTool

Use remote Login

Do not use remote Login

Redirect logout

Remaote logout

Serice User name

Senice password

O
®
O
®
O
®

Use remote S50

Do naot use remote SS0

Use EZproxy

Do not use EZproxy

Yes

Mo

select | v

Method

Method

Save & Continue
To Authentication Methods

Figure 3: PDS General Attributes Page

22

November 2010



Chapter 2: Table of Contents

9 Fill in the fields according to the following table:
Table 1. PDS General Aftributes Page Details

Field Name Description

Code The institution code.

(mandatory field)

Description A description of the institution name. This is how the
(mandatory field) institution name will appear in the PDS login menu.

Character conversion

Institution names can be displayed in many languages
by using extended characters. When using non-Latin
characters, you must add a character conversion
definition. The PDS uses the appropriate character
conversion routines to convert the local character set to
UTES.

Calling application and
override code

Some calling applications (for example, Primo) require
an override code for the institution. The override code
defines the institution that is sent to the calling
application instead of the institution code.

This is useful in a consortium in the following
situations:

B Different authentication methods are needed for the
same institution

B There is an SSO scenario between two calling
applications (for example, Aleph and MetaLib) in
which a single configuration needs to return
information for both applications (for example, both
the MetaLib institution and the Aleph admin
library).

Remote login

This field indicates whether the institution uses local
login (Do not use remote login) or remote login (Use
remote login). For information on defining remote
login, see Configuring Remote Login on page 57.

Logout from PDS

For information on defining logout options, see Logout
Configuration on page 107.

Application logout service
credentials

(PDS 2.0 only)

For information on defining the application logout
service credentials, see Configuring SSO Using the
PDS Configuration Wizard on page 42 (end of
section).

Remote SSO

For information on defining remote SSO, see
Configuring Remote SSO Using the PDS
Configuration Wizard on page 50.
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Table 1. PDS General Atftributes Page Details

Field Name Description

EZproxy For information on this option, see EZproxy
Authentication on page 120.

Use LDAP attributes for For information on defining this option, see User
Voyager BOR_INFO Attribute Retrieval with Voyager on page 104.
Change institution The default order of the institution names in the drop-
display order down list of the PDS sign-on page is alphabetic. You

may customize this by specifying which institution
should be displayed first, second, and so forth. For
details of this page, see Overview of Login Page
Handling on page 55.

NOTE:
In most cases, the calling application forwards
the user’s institution (based on the IP address) to
the PDS. In this case, the user’s institution
defaults to the first in the list.

10 Click Save & Continue to save your settings.

Configuring Institutions Manually

The tab_service.<institute> filein the . /pds/conf table directory
defines the services required from the PDS for an institution. There is one file for
each institution.

Each file is composed of sections and each section generally contains the
following four lines, to which others can be added:

[SERVICE NAME]
program =
params =
[END]

24
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The following is an explanation of each of the above lines.

[SERVICE NAME]

Table 2. tab_service.<institute> File Description

File Line Description

The service requested from the PDS. The following
services are available:

AUTHENTICATE - performs user authentication

BOR_INFO - gets user attributes (name, affiliation,
and so forth)

REDIRECT_LOGOUT - redirects to a different page
after logout

LOAD_LOGIN -redirects the user to a remote login
page

REMOTE_LOGIN - handles the remote login

response

LOAD_SSO - redirects the user to a remote SSO
system

B REMOTE_SSO - handles the remote SSO callback

BOR_VERIFICATION - gets the user password
(used for EZPROXY SSO)

REMOTE_LOGOUT - redirects the browser to an
SSO logout URL and then back to the regular PDS
LOGOUT (CAS and SHIB)

LOGOFF_ID - provides credentials for single sign-
off from Aleph/Digitool.

BOR_ID_FROM_LDAP - saves the user’s LDAP
credentials for later use (used for Voyager).

NOTE:

Each of the above services is described in detail
in the appropriate section of this guide.

Program The program used. Specifies the appropriate PDS
program to use for the task at hand. The programs
reside in the . /pds/service proc directory.

Params Parameters for the program or the name of a
configuration file that is used to store parameters.

[END] Added to each section to confirm the end of the service

section.
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NOTE:
For examples of typical tab_service.<institute> file setups, see
Appendix B: tab_service.<institute> Configurations.

This section describes:

B  Adding Institutions on page 26

Configuring an Institution Display Name on page 26
Configuring Character Conversion on page 27

Configuring the Display Order of Institutions on page 28

Configuring an Override for the Default Institution on page 28

Adding Institutions

You can define new institutions by creating new tab service.<institute>
files.

To add an institution:

Open anew tab service.<institute> filein the . /pds/conf table
directory, using the following commands:

pdsroot
cd conf table
vi tab service.<institute>

NOTE:
The name of the institution is not case-sensitive —that is,
tab_service.<institute>andﬁtab_service.<INSTITUTE>arethe
same. However, the accepted convention is to use lowercase letters for the
names of institutions.

Configuring an Institution Display Name

You can configure the names of the institutions in the drop-down list of the PDS
login page.

To configure an institution’s display name:

Modify the desc field in the [INSTITUTE_DISPLAY] section of the institution’s

tab_service.<institute> file.
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For example:

[INSTITUTE DISPLAY]

code = CITYUNIV

lang = ENG

desc = City University
[END]

In this example, the PDS is configured to display City University as the
institution name in the drop-down list of the login page. The drop-down list is
sorted alphabetically, according to the values entered in the desc field of all
tab service.<institute> files.

NOTE:
You can display the institution name in only one language at a time.

Configuring Character Conversion

Institution names can be displayed in many languages using extended
characters.

To configure character conversion:

When using non-Latin characters, add a character conversion definition above
the string to be converted. The PDS will use the appropriate character
conversion routines to convert the local character set to UTES.

The following is an example of a character conversion definition and the
corresponding page output:

[INSTITUTE DI3PLAY]

code =  HEB

desc = @"I1'%0RE ntran

lang = ENG

CHARACTER _CONVERSICH = 85559 & TO UTF
[END]
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Ex Libris

Name: |

Password: |

Institution: | 012'Y07R N30

| Login | Back

Figure 4: Example of an Institute Name in Hebrew

The character conversion uses Unicode: :MapUTF8: : to_utf8 and supports the
8859-n family of character sets as input.

An alternative to using the character conversion is to code the strings in the
tab_service.<institute> filein &string; or &#Unicode; HTML notation is

then properly displayed without any conversion—for example, desc =
&Aring;bo Akademi displays as ?bo Akademi.

Configuring the Display Order of Institutions

The default order of the institution names in the drop-down list is alephabetic.

To change the default display order:

Use the optional sort_key = rank parameter.

For example, to display City University first in the drop-down list box, add a
sort_key = 1 parameter to the [INSTITUTE_DISPLAY] section of the

institution’s tab_service.<institute> file:

[INSTITUTE DISPLAY]

code = CITYUNIV

lang = ENG

desc = City University
sort key =1

[END]

Configuring an Override for the Default Institution

Usually there is a single tab service.<institute> file corresponding to each
calling application institution. By default, the calling application institution is
the code from the tab service.<institute> file. However, there is an

28
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optional parameter to override the default institution. This is used in the
following cases:

B A consortia in which different authentication methods are needed for the
same institute.

B An SSO scenario between two calling applications, in which one
tab_ service.<institute> file must return both institutes (for example, an
SSO scenario between MetaLib and Aleph, in which the
tab service.<institute> file must return both the MetaLib institute and
the Aleph admin library).

To override the default institution:

Add a separate institution code for each calling application in the
[INSTITUTE_DISPLAY] section of the institution’s tab_service.<institute>
file.

For example:

[INSTITUTE DISPLAY]

code = CITYUNIV

lang = ENG

desc = City University
aleph = CTY50

metalib = LAW

[END]

In this example, the tab_service.cityuniv returns institute=LAW to
MetaLib, and admin library=CTY50 to Aleph.
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Calling Application Configuration

To work with an Ex Libris calling application in conjunction with the PDS, you
must configure the calling application.

This section includes:

B  MetaLib Configuration on page 31

B DigiTool Configuration on page 32
Aleph Configuration on page 33

|
B Primo Configuration on page 34
u

Rosetta Configuration on page 35

IMPORTANT:
For SSO configuration to work, the calling applications need to build a
shared cookie. This means that the values of the PDS_HOST variable
(mentioned in each section below) must consistently be either an IP
address (for example, 10.1.235.47) or a host name (for example, RAM47),
but not a combination of both.

NOTE:
If you are working with Voyager, contact the Voyager installation team to
configure the parameters that must be configured in the Voyager server
XML in order for Voyager to call the PDS.

Metalib Configuration

To work with MetaLib in conjunction with the PDS, you must configure
MetaLib to call the PDS.
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To configure Metalib to call the PDS:

1 Openthemetalib start file, located in the $metalib conf directory.

2 Edit the PDS HOST and PSD_PORT variables so that they point to the
appropriate PDS instance.

The following is an example of the PDS_HOST variable:

setenv PDS HOST 10.1.235.47
setenv PDS HOST IN  10.1.235.47

The following is an example of the PDS_PORT variable:

setenv PDS PORT 8339
setenv PDS PORT 1IN 8339

Save themetalib start file and restart the MetaLib servers (start_w).
4 Open the www_server.conf file, located in the smetalib conf directory.

5 Ensure that the following lines exist:

FHAHH AR A AR AR S

# PDS definitions:

FHHHH A H A

setenv server pds "http://${PDS_HOST}:${PDS_PORT}/pds"
setenv server pds in "http://${PDS_HOST IN}:${PDS_ PORT IN}/
pds"

NOTE:
If you are using SSL, replace HTTP with HTTPS.

DigiTool Configuration

To work with DigiTool in conjunction with the PDS, you must configure
DigiTool to call the PDS.
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To configure DigiTool to call the PDS:

1 Openthedtl start file located in the $dtle root directory.

2 Edit the PDS HOST and PSD_PORT variables so that they point to the
appropriate PDS instance.

The following is an example of the way in which these variables should

look:
setenv PDS HOST 10.1.235.47
setenv PDS PORT 8339

3 Open the www_server.conf file, located in the $dtle root directory and
locate the server pds parameter. If it is hard-coded, edit the file so that it
uses variables from the dt1_start file. The result is the following:

(s E LS

# PDS definitions:

FHHHH A H A

setenv server pds "http://${PDS HOST}:${PDS_ PORT}/pds"

NOTE:
If you are using SSL, replace HTTP with HTTPS.

4 Savethe dtl start file and run UTIL W/3/1 to start the servers.

Aleph Configuration

To work with Aleph in conjunction with the PDS, you must configure Aleph to
call the PDS.

To configure Aleph to call the PDS:

1 Open the tab100 table, located in the Salephe tab directory.

2 Configure the PDS-AWARE and PDS-KEY-TYPE variables as follows:
PDS-AWARE=Y
PDS-KEY-TYPE=nn

Note that nn is determined according to the first two digits of the

2308 key type, which match the ex1 id valuein the z311.session id
file, located in the pds_files directory. This is the key used by Aleph to
access BOR_INFO attributes.
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NOTE:

If you are working with LDAP, Shibboleth, or CAS, ensure that the system
is properly configured to work with Aleph.

Open the aleph start file, located in the salephe root directory.

4 Edit the PDS_HOST and PSD_PORT variables so that they point to the
appropriate PDS instance.
The following is an example of the way in which these variables should
look:
setenv PDS HOST 10.1.235.47
setenv PDS PORT 8339

5 Open the www_server.conf file, located in the $alephe tab directory and
locate the server pds parameter. If it is hard-coded, edit the file so that it
uses variables from the aleph start file. The result is the following;:
A A A A
# PDS definitions:
A
setenv server pds "http://S${PDS_HOST}:${PDS_PORT}/pds"

NOTE:

If you are using SSL, replace HTTP with HTTPS.

6

Save the aleph start file and run UTIL W/3/1 to start the servers.

Primo Configuration

To work with Primo in conjunction with the PDS, you must configure Primo to
call the PDS.

To configure Primo to call the PDS:

1

On the Primo Back Office home page, click Advanced Configuration. The
Advanced Configuration page opens.

Click General Configuration Wizard and select Installation from the Sub
System drop-down list on the General Configuration Wizard page.

In the PDS_URL field, enter the URL of the appropriate PDS instance for
redirection calls via the browser (such as load-login and SSO)—for example,
http://primo0l.corp.exlibrisgroup.com/pds.

In the PDS_INTERNAL_URL field, enter the URL of the appropriate PDS
instance for internal server-to-server calls (such as user attribute

34
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retrieval) —for example, http://primo0l.corp.exlibrisgroup.com/
pds.

NOTE:
This is usually the same as the PDS_URL.

5 Inthe PDS_Configuration_URL field, enter the URL of the PDS
configuration wizard —for example, http://il-
primo0l.corp.exlibrisgroup.com:8993/pdsadmin/
general configuration.cgi?backlink=http://il-
primoga03.corp.exlibrisgroup.com:1603/
{backLinkURL}&backlinktext=Authentication Configuration

The following is an example of a Primo-PDS configuration:

Primo Back Office AbouticuouE

Primo Home > Advanced Configuration > General Configuration Wizard EXLl’DHS Primo
Hello Admin

> General Configuration

Sub System : ‘Inslal\allun b

Value

Primo_HotFix_Number |n |
Customer ID | |
Registration URL |http'H'd\amnndhack corpexlibrisgroup.com-21080 |
PDS_URL |http:f.fprimu[)1.corp.exlihrisgroup.colw1:8992fpds |
PDS_INTERNAL_URL |http:f.fprimu[)1.corp.exlibrisgroup.colw1:8992.fpds |
PDS_Configuration_URL |http:.ﬂ.¢prlmo[}|1.corp.exllbnsgroup.com:BHQZJpdsadmwgeneral_conﬁguratlon cgﬂhacklmk=mtp:|

Figure 5: PDS Configuration in Primo

NOTE:
If you are using SSL, replace HTTP in the above URLs with HTTPS.

6 Click Save & Continue to save your configuration settings.

Rosetta Configuration

To work with Rosetta in conjunction with the PDS, you must configure Rosetta
to call the PDS.
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To configure Rosetta to call the PDS:

1 On the Advanced Configuration page of the Rosetta Administration

module, click General.

2 On the page that displays, click General Parameters. The General
Parameters page opens.

3 From the Select Module drop-down list, select pds. The PDS parameters are

displayed:

A
EXLIDrIS Rosetta administration
Home Advanced Configuration

User. SmithJonn | Help | Logout

Select Module:

Name
pds_url

pds_registration_url
calling_system
return_url
login_default_institution
deposit_return_url
deposit_login_url
backoffice_login_url
pds_admin
pds_max_failure

pds_lock_duration

@ Ex Libris Ltd., 2010

Type
string

string
string
string
string
string
string
string
string
number

number

Home > Advanced Configuration > General > General Parameters

3

[300000

Terms of Use

Figure 6: PDS Parameters Page in Rosetta

4  Enter the parameters as described in the following table:

Table 3. PDS Parameters

Parameter

pds _url

Value

http://<server>:<port>/
pds?

Description

The URL of the
appropriate PDS
instance for redirection
calls via the browser

(such as load-login and
SSO)

pds registration url

N/A

calling system

dps

The Rosetta calling
application

36
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Parameter

return url

Table 3. PDS Parameters

Value

http://<server>:<port>/
mng/general/
JaasLogin.jsp

Description

The URL that the PDS
returns after successful
authentication (Back
Office)

login default institution

<institution code> — for
example, INS00

Defines the institution
to appear as the default
on the login page

deposit return url

http:/<server>:<port>/

The URL that the PDS

deposit/general/ returns after successful
JaasLogin jsp authentication (Deposit
server)
deposit_login url http://<server>:<port>/ The Deposit login URL
deposit (used by the PDS)
backoffice login url http://<server>:<port>/ The Back Office login
mng URL (used by the PDS)
pds_admin http://<server>:<port>/ The URL of the PDS

pdsadmin

configuration wizard

pds max failure

By default, 3

If the user exists in the
system but attempts to
log in with an incorrect
password more than the
number of times
specified here, the user
is locked out of the
system for the duration
specified by the
pds_lock duration
parameter.

pds lock duration

By default, 300000

The duration for which
a user attempting to log
in to the system with an
incorrect password is
locked out of the
system.
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For example:

Y
EXLIDrIS Rosetta administration
RGN Advanced Configuration [

User. Smith John | Help | Logout

Select Module: | pds

Name
pds_url

pds_registration_url
calling_system
return_url
login_default_institution
deposit_return_url
deposit_login_url
backoffice_login_url
pds_admin
pds_max_failure

pds_lock_duration

© Ex Libris Ltd., 2010

Type
string

string
string
string
string
string
string
string
string
number

number

ﬁﬁ- Home > Advanced Configuration > General = General Parameters

Value

|httpiHiI-dps1,exlibr\sgrnup,cnmiﬁgmfpds?

|dp9

|http:.f.fil—dps1.exlibr\sgroup.com:1801.fmng

[INs00

|http:.f.l’il-dps 1 exlibrisgroup.com:1801/deposit

|http:.f.l’il-dps 1_exlibrisgroup.com:1801/deposit

|http:.f.fil-dps1_exlibnsgroup.com:1801.fmng

|httpiHiI-dps1,exlibr\sgrnup,cnmiﬁgmfpdsadmi

[3

[300000

Terms of Use

Figure 7: Example of PDS Parameters in Rosetta

5 Click Update to save your configuration settings.
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PDS Component
Configuration

This part contains the following sections:

B Section 4: Single Sign-On (SSO) Configuration on page 41

B Section 5: Login Configuration on page 55

B Section 6: User Attribute Retrieval and Attribute Mapping on page 93
|

Section 7: Logout Configuration on page 107
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Single Sign-On (SSO) Configuration

This section includes:

Overview of SSO Configuration for Ex Libris Products on page 41
Configuring SSO Using the PDS Configuration Wizard on page 42
Configuring SSO Manually on page 45

Synchronizing Subdomains for SSO on page 48

Remote SSO on page 49

Configuring Remote SSO on page 50

Overview of SSO Configuration for Ex Libris
Products

The PDS can be configured to provide Single Sign-On (SSO) services between
the following Ex Libris products: MetaLib, DigiTool, Aleph, Rosetta, Primo, and
Voyager. This chapter describes the configuration steps necessary to implement
SSO.

When a user of one of the Ex Libris applications is authenticated via SSO, the
PDS sets a cookie with a session key in the user’s browser. The cookie is named
pDS_HANDLE. This cookie is deleted from the user’s browser when the user logs
out of one of the applications, or when the user closes the browser.

NOTE:
Although the default cookie is a session cookie, the PDS can be configured
to use a persistent cookie. For details, see the appropriate SSO
configuration section below.

If you are working with the local disk PDS topology (see the Patron Directory
Services Upgrade Guide for an explanation of the available PDS topologies), all the
Ex Libris calling applications share the same PDS by using the same PDS host
name and PDS port number definitions. If you are working with the shared
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Oracle database PDS topology, each application uses its own PDS instance and
each PDS instance writes the PDS cookie under its own subdomain (for
example, <organization name>.edu.us). Generally, the subdomains are the
same and each application’s PDS can access the PDS cookies of the other
applications. However, if the subdomains are not the same, SSO will not work
unless you apply one of the solutions described in Synchronizing Subdomains
for SSO on page 48.

You can also integrate your calling applications with external Single Sign-On
servers using remote SSO. Remote SSO addresses scenarios in which users log
in to a university’s portal or another central login system and then move to a
calling application. It is configured per institution, rather than per installation or
application (as is the case with non-remote SSO). For more information
regarding remote SSO and details of remote SSO configuration, see Remote
SSO on page 49 and Configuring Remote SSO on page 50.

To configure SSO:

B [f you are working with the local disk PDS topology, you can configure SSO
via the configuration wizard, using the instructions in Configuring SSO
Using the PDS Configuration Wizard on page 42, or manually, using the
instructions in Configuring SSO Manually on page 45.

B [f you are working with the shared Oracle database PDS topology, you must
configure SSO via the configuration wizard, using the instructions in
Configuring SSO Using the PDS Configuration Wizard on page 42.

NOTE:
If you are working with the local disk PDS topology and setting up SSO
between different IP addresses, the hosts-allow table in the Apache conf
directory must be updated (see X-Server Security Patch on page 144).

Configuring SSO Using the PDS Configuration
Wizard

This section describes how to use the PDS configuration wizard to configure
SSO.
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To configure SSO using the configuration wizard:

1  On the first page of the configuration wizard, the PDS - SSO Configuration
page, select the Enabled check box next to each of the calling applications
that you want to enable for SSO.

> PDS - $S0 Configuration

Enabled Calling Application Default Institution

Ietalib

3]

Aleph

3]

Primo

3]

Rosetta

3]

| |
| |
DigiTool | |
| |
| |
| |

Voyager

O O

Shibboleth

> Persistent Cookie Configuration

Remember Me Persistent Cookie Duration

30 |

> Manage Allowed Domains/IPs for Callback

[ allow only the following domains/IPs for callback after PDS operations:
> Full Domain Cookie

O  use full domain for PDS session cookie

Cancel & Go Back

To Home Page To Institution Configuration

Figure 8: PDS - SSO Configuration Page

NOTE:
For information on the Default Institution field, see the first step of the
procedure in Configuring Remote SSO Using the PDS Configuration
Wizard on page 50.

2 In the Persistent Cookie Configuration section, define the following if you
want the PDS to use a persistent cookie instead of a session cookie:

B  Remember me—Ensure that this option is selected (the default) if you
want the Remember me option to display on the PDS login page. If the
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user selects the Remember me option, the PDS will create a persistent
cookie.

The following section is added to the default login page and should be
added to any locally modified pages:

<START SECTION><!-- login-41 -->
<SPAN class=msg><br><br>
</SPAN>

<input type="checkbox" name="term" value="long" checked>
<SPAN class=msg>Remember me on this computer?
</SPAN>
<END_ SECTION><! end change #F040b selfreg -- login-41 -->

NOTE:

The above is relevant only for local login. If you use remote login, you will
need to add it to your remote login page.

3

5

B Persistent Cookie Duration —Indicates the lifespan of the persistent
cookie. The default is 30 days.

In the Manage Allowed Domains/IPs for Callback section, select the Allow
only the following domains/IPs for callback after PDS operations check
box to enable the PDS to perform a back-link URL check to verify that a
supplied back-link URL belongs to a certified user. If you select this option,
click the Add New Domain/IP button to define each approved domain/IP
(in the Domain/IP box).

(For the shared Oracle database PDS topology only) In the Full Domain
Cookie section, select the Use full domain for PDS session cookie check box
to instruct the PDS to write the PDs HANDLE cookie under the full domain of
the PDS server, including the prefix. This is relevant for domains such as
bl.uk, which cannot be used as subdomains.

Click Save & Continue to save your updates.

NOTE:

When logging out of Aleph or DigiTool, a user name and password must
be sent from the PDS to the application. The default values are PDS/PDS.
To configure a different user name/password, access the PDS General
Attributes page for the institution for which you want to configure a user
name and password (see Configuring Institutions Using the PDS
Configuration Wizard on page 20 for instructions on creating institutions)
and enter the user name and password to be used in the Service user
name and Service password fields under Credentials for application
logout service. Click Save & Continue to save your settings. Note that
you can configure this option via the wizard only if you are working with
PDS 2.0. This option is not available in the PDS 1.3 configuration wizard
and must be configured manually if you are working with PDS 1.3.

44
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Configuring SSO Manually

To configure SSO manually, you must configure the general conf (or
sso_conf) file, which exists by default in the . /pds/conf_table/ directory.
This file defines the PDS” behavior upon login and logout in an SSO
environment.

NOTE:
Both the general conf and sso_conf files are supported. The PDS first
looks for the general conf file. If it cannot locate this file, it looks for the
sso_conf file instead.

This section describes the following aspects of the general conf (sso_conf)
file:

B Configuring Single Sign-On - [LOGON] Section

B  Configuring Single Sign-Off —- [LOGOUT] Section on page 46

m  Callback URL Security - [ALLOWED_HOSTS] Section on page 46
B Persistent Cookies — [PERSISTENT_COOKIE] Section on page 47

NOTE:
For an explanation of the [DEFAULT_INSTITUTE] section, see
Configuring Remote SSO Manually on page 51.

Configuring Single Sign-On - [LOGON] Section

The [LOGON] section of the general conf (or sso_conf) file contains the
configuration of Single Sign-On across Ex Libris products. There is one
configuration option:

B TYPE 1: Enable automatic sign-on — Enables a shared session between the
various TYPE 1 applications listed.

For example, if a user logs in to MetaLib and then logs in to DigiTool, DigiTool
queries the PDS to establish whether the user has a valid PDS cookie. If the user
has a valid PDS cookie, the user will automatically be logged in to DigiTool.

In the following example, Single Sign-On is enabled for the following
applications defined as TYPE 1:

[LOGON]
TYPEl1l = digitool,metalib,aleph,dps,dep,voyager,primo
[END]
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Configuring Single Sign-Off - [LOGOUT] Section

The [LOGOUT] section general conf (or sso_conf) file contains the
configuration of Single Sign-Off across Ex Libris products. There is one
configuration option:

B  TYPE 1: Enable automatic sign-off —- When logging out of one application,
the user is automatically logged out of all other applications defined as
TYPE 1.

For example, if a user logs out of MetaLib, the user is logged out of DigiTool and
Aleph as well.

In the following example, Single Sign-Off is enabled for the following
applications defined as TYPE 1:

[LOGOUT]
TYPE1l = digitool,metalib,aleph,dps,dep,voyager,primo
[END]

When logging out of Aleph or DigiTool, a user name and password must be sent
from the PDS to the application. The default values are pDs/PDs. To configure a
different user name/password, add the following section to the relevant . /pds/
conf table/tab service.<institute> file:

[LOGOFF_ID]
params = <user name>,<password>
[END]

For example:

[LOGOFF_ 1ID]
params = WWW-X, WNW-X
[END]

Callback URL Security - [ALLOWED_HOSTS] Section

The PDS can be configured not to redirect automatically to any URL it receives

in the back-link URL parameter and to verify that the back-link URL belongs to
a certified user. In this case, a callback is performed only if the URL appears in a
list of approved domains. To ensure that a callback is performed to each domain
used, ensure that all used domains are included in the list of approved domains.

The list of all approved domains is maintained in the [ALLOWED_HOSTS]
section of the general conf (or sso_conf) file. Domain names/IP addresses are
separated by commas. The list is case-sensitive.

In addition, this section contains a flag that indicates whether the PDS should
check the back-link URL against the list of approved domains.

46
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For example:

[ALLOWED HOSTS]

HOSTS = il-galab06,primo.bl.uk,aleph.oxford,10.1.235.56
CHECK = Y
[END]

The PDS checks for a full match of the domain’s name or IP.

If CHECK = N or there is no back-link URL in the request, the PDS proceeds with
the redirection.

If cHECK = Y and the HOSTS list is empty or the back-link URL does not appear
in the HOSTS list, the PDS displays an error page and stops.

The default PDS configuration allows the callback without checking.

Persistent Cookies — [PERSISTENT_COOKIE] Section

Although the default cookie is a session cookie, the PDS can be configured to
use a persistent cookie. There are three configuration elements for persistent
cookies:

B pds cookie exp — This parameter defines the duration of the persistent
cookie. The default duration is 30 days.

B sterm— A calling application can request a persistent cookie by sending the
parameter &term=1long in the func=load-login.

B remember me — This parameter defines whether a Remember me check box
will appear on the local login page.

The pds cookie exp and remember me parameters are defined in the
[PERSISTENT_COOKIE] section of the general conf (or sso_conf) file.

[PERSISTENT COOKIE]

pds cookie exp = 30
remember me = Y
[END]

If remember me=Y, the Remember me check box displays on the local login page
and persistent cookie creation is determined by the check box selection. If the
check box is selected, a persistent cookie is created and if it is not, a session
cookie is created.

If remember me=N, the Remember me check box does not display on the local
login page and persistent cookie creation is determined by the configuration of
the term parameter.

If the check box is not displayed and:
B term = short ->a session cookie is used

B term = long->a persistent cookie is used
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B termdoes not exist or is not short or long -> a session cookie is used

Synchronizing Subdomains for SSO

If you are working with the shared Oracle database PDS topology and the
subdomains to which the various PDS instances write their PDS cookies differ,
SSO will not work because one application does not have access to the PDS
cookie written by another application.

The following is an illustration of such a situation:

primo.org1.edu aleph.org2.edu
Primo Aleph
\* PDS
PDS, [ - L .
orgl.edu .org2.edu

Figure 9: Different Subdomains

To enable SSO in such a situation:

1 For each application machine, create a new domain name. For example, for
the Primo machine illustrated above, create the domain
primo.newdomain.comand for the Aleph machine, create the domain name
aleph.newdomain.com.

2 Assign the new domain to the machine. For example, define the Primo
machine illustrated above as primo.newdomain.comand the Aleph machine
as aleph.newdomain.com.

3 Configure the application on each machine to redirect to the new PDS
domain name. For example, configure Primo to redirect to
primo.newdomain.comand Aleph to redirect to aleph.newdomain.com.

4 Configure the server pds variable in the PDSDefinitions file of each PDS
instance to point to the new domain.
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The PDS cookie is written to the newly created, shared subdomain. All the
applications can therefore access the PDS_HANDLE cookie.

NOTES:

B  The new domain name is used only for the PDS and is transparent to
users. Applications are accessed via their original domains.

B If it is not possible for you to change the domain names, you will need to
work with the local disk PDS topology —that is, one active PDS located
on one of the application machines, with all the other applications linking
to it. Note that this topology does not support failover between Ex Libris
applications. If the active PDS is down, all applications are affected.
(Failover between multiple Primo FEs, however, is supported.)

Remote SSO

If you are working with an environment in which users log in to a university’s
portal or another central login system and then move to a calling application,
you can integrate your systems using remote Single Sign-On. Through the
remote SSO service, users who are authenticated by the SSO system and then
access the calling application are seamlessly redirected to the remote SSO
system to determine whether they are already logged in. The remote SSO
system then validates users and redirects them back to the PDS with the correct
callback parameters, enabling login to the calling application without referral to
a login page.

The remote SSO process is similar to the remote login scenario. However, unlike
the remote login scenario, a user accessing an Ex Libris application with a
remote SSO configuration is automatically logged in to the calling application,
provided the user logged in to the university system prior to accessing the
calling application. Whereas the remote login process is activated only when a
user chooses to log in from a calling application, the remote SSO process is
always activated at the start of a new calling application session. Even if the user
has not yet logged in, the user is redirected to the calling application as a GUEST
user.

The differentiation between remote SSO and remote login allows for greater
flexibility, as not all external systems can support SSO capabilities.

NOTES:

B You can configure both remote login and remote SSO services to cover
two scenarios: one involving users first accessing a calling application
and then initiating a login request and the other involving users first
logging in to a central SSO system and then moving to a calling
application.
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B Because remote SSO is defined per institution rather than per application

(as is the case with non-remote SSO), the remote SSO service will work
only if the PDS can identify the user’s institution —for example, if there is
only one defined institution for a calling application, if a calling
application sends the user’s institution to the PDS, or if a default SSO
institution is defined for a calling application.

Configuring Remote SSO

If you are working with the local disk PDS topology, you can configure remote
SSO via the configuration wizard, using the instructions in Configuring Remote
SSO Using the PDS Configuration Wizard on page 50, or manually, using the
instructions in Configuring Remote SSO Manually on page 51.

If you are working with the shared Oracle database PDS topology, you must
configure remote SSO via the configuration wizard, using the instructions in
Configuring Remote SSO Using the PDS Configuration Wizard on page 50.

Configuring Remote SSO Using the PDS Configuration Wizard

If you are working with the PDS configuration wizard, you configure remote
SSO using two separate pages of the wizard.

To configure remote SSO using the configuration wizard:

1

On the first page of the configuration wizard, the PDS - SSO Configuration
page, in the Default Institution field next to each of the enabled calling
applications, enter the default institution to be used as the SSO institution if
the institution parameter is not sent by the calling application.

Click Save & Continue. The PDS - Institution Configuration page opens.
(See Configuring Institutions Using the PDS Configuration Wizard on
page 20 for instructions on creating institutions.)

Access the PDS General Attributes page for the institution for which you
want to configure remote SSO.

Under Remote SSO, select Use remote SSO and choose one of the following
methods from the Method drop-down list:

B Remote - In the Path field, enter the name of the HTML file you created
for the remote SSO URL redirection (for example, sso-remote-1),
indicate whether to use a secure ID, and enter the number of seconds for
which you want the login to be valid. For an example of an HTML file
that can be created and a list of the parameters to be included in this file,
see page 52.
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B CAS - Use the CAS method. For details on CAS, see CAS
Authentication on page 115.

B Shibboleth — Use the Shibboleth method. For details on Shibboleth, see
Shibboleth on page 125.

B iChain - Use the iChain method. For details on iChain, see iChain
Authentication on page 121.

Remaote S50 ® Use remote SS0 Methad- | Choose method A4

Do not use remote S50

EZproxy Use EZproxy

Use LDAP attributes for Voyager BOR_INFO Yes

o
2]
@ Do not use EZproxy
o
@

Mo

Change institution display order

Cancel & Go Back
To Institution Configuration

To Authentication Methods

Figure 10: Remote SSO Configuration

5 C(lick Save & Continue.

Configuring Remote SSO Manually
To configure remote SSO manually, you must define the following two services:

B LOAD_SSO - handles the redirection of the user’s browser to the external
system. For details, see Configuring LOAD_SSO on page 52.

B REMOTE_SSO —handles the callback from the external system. For details,
see Configuring REMOTE_SSO on page 53.

LOAD_SSO calls an HTML file pointing to the remote script to retrieve the
user’s ID. REMOTE_SSO handles the return call and adds the received user ID
to the PDS session.

NOTES:

B For information on configuring an optional security enhancement for
REMOTE_SSO, see Optional Security Enhancement for
REMOTE_LOGIN and REMOTE_SSO on page 142.

B When there is more than one tab service.<institute> file in the ./
pds/conf table directory, the general conf (or sso_conf) file needs
to contain a [DEFAULT_INSTITUTE] section to define a default SSO
institute to be used if the institution parameter is not sent by the calling
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application. In the following example, the default institute LAW is
defined for the MetaLib calling application:

[DEFAULT_INSTITUTE]
LAW=metalib
[END]

Configuring LOAD_SSO
LOAD_SSO calls an HTML file pointing to the remote script in order to retrieve

the user’s ID.
[LOAD SSO]
program = remote sso.pl
params = sso-remote-1
[END]

The LOAD_SSO program receives the HTML file name in the params line and
places standard parameters in the file to create the redirect request. In the above
example, the HTML file is called sso-remote-1. The file specified must be
placed in the /pds/html form/global directory.

The following is an example of an SSO-remote-1 file:

<!-- remote sso -redirect -->
<html>

<head>
<title>Identification</title>
<include>meta-tags

<script language=Javascript>
function redirect ()
{
var url = "http://hostname:port/cgi/mysso?" +
"pds handle=$0100&"+
"calling system=50200&"+
"institute=$0300&"+
"url=50400";
top.location = url;
}

</script>

</head>

<body onload="javascript:redirect ()">
</html>
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The following are the standard parameters included in the HTML redirection:

B  Redirect address — This is the address of the remote SSO system and needs
to be changed to the location of the remote SSO script.

For example:

var url="https://www.hostname.com/pin/default.asp?"+

PDS handle — Use the following syntax: "pds handle=$0100&"+
Calling system — Use the following syntax: "calling system=$0200&"+
Institution code — Use the following syntax: "institute=$0300&"+

Back-link URL - This is to the calling application (the Web page that the
user came from) and must be the last parameter sent. Use the following
format: "ur1=50400";

The following is an example of a request sent to the remote SSO system:

http://extserver/sso?

calling system=exlibrisé

institute=cityunivé

pds handle=&

URL= http://exlserver:8999/7/7VNSLOREEEIPD-00001?func=quick-8

This file and link format can be edited to suit the link format expected by the
remote SSO system. The PDS parameters and parameter names must be
included as in the above example.

NOTE:
The parameters sent by the PDS to the remote system should be sent back
as is and must not be changed during the processing of the remote script.

Configuring REMOTE_SSO

After the LOAD_SSO request is sent to the remote SSO system, the remote
system sends a response back to the PDS as a URL. The PDS takes the ID
provided in the URL and updates the PDS session accordingly. The PDS then
retrieves user attributes as defined in the [BOR_INFQO] section and redirects the
browser back to the calling application using the returned back-link URL.

The following is an example of REMOTE_SSO configuration:

[REMOTE_SSO]
program =
params =
[END]

remote sso gen 1.pl

The response of the remote SSO system needs to be a URL sent back to the PDS
using the following URL format:

http://<server>:<port>/pds?func=remote-sso
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This URL must include the following five standard parameters (and only these
parameters):

Institute code — The returned parameter is institute and it contains the
institute code sent in the LOAD_SSO URL.

PDS handle — The returned parameter is pds_handle and it is empty.

Calling application/system — The returned parameter is calling system
and it contains the name of the calling application sent in the LOAD_SSO
URL.

User ID - The returned parameter is id. If the user has previously logged in,
the parameter contains the user ID. Otherwise, this parameter is empty.

Back-link URL to calling application — The returned parameter is url, with
the value as it was sent by the PDS. This must be the last parameter sent.

The following is an example of a remote SSO URL:

http://exlserver:8999/pds?func=remote-sso&

calling system=exlibrisé

institute=TESTINSTS&

pds handle=&

1d=04523¢&

url= http://exlserver:8999/Z/7VNSLIREEEIPD-00001?func=quick-8

54

November 2010



S

Login Configuration

This section includes:
B Overview of Login Page Handling on page 55
Configuring Remote Login on page 57

|
B  Configuring Local Login on page 63
]

Local Login Page Display on page 85

Overview of Login Page Handling

If SSO is not being used or failed to authenticate a user, a load-login request
(pds?func=load-login) is sent from the calling application to the PDS when a
user chooses to log in. The PDS is then responsible to display the appropriate
login page. A PDS installation can present a variety of login pages to the user,
according to the information sent from the calling application and your PDS
configuration.

Each institution can have one of two types of login pages:

B Local login page — The page is presented by the PDS based on the calling
application parameter in the URL (for example, scalling system=aleph).
This page contains a drop-down list of all the local institutions. If there is an
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institution parameter in the URL (for example, sinstitute=Law School), it
is automatically selected from the drop-down list.

Ex Libris

Name: |Smith

Password: |********

Institution: | Law School

| Login ||

Figure 11: Ex Libris Local Login Page

NOTE:
The displayed local login page can be either a global login page or a
customized institution login page. For more information on the local login
page display, see Local Login Page Display on page 85.

B Remote login page — The PDS redirects the user to a login page that is not
part of the PDS and can be located on any server.

The remote option is used only when the user’s institution has configured the
use of a remote login page. For information on configuring remote login, see
Configuring Remote Login on page 57.

If remote login is not configured for the user’s institution, the local login process
is triggered when a load-login request is sent from the calling application to the
PDS and the PDS seeks to authenticate the user, using either the calling
application’s own user database or an external authentication source (such as an
LDAP server or a custom remote CGI hook). For information on the local login
authentication process, see Configuring Local Login on page 63.

When the PDS works with several institutions, some may use local login pages
and others may use remote login pages. If no institution parameter is included
in the URL, the user is presented with a list of institutions from which to select.
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When the user selects an institution from the list, the appropriate login page is
displayed.

Ex Libris
PDS - Patron Directo :

Please Choose a Logon Institution

# ALEPH Institute

# pigitoo! Institute
# Loap

# our Own Login

Cancal

Figure 12: An Institution Selection Page

Configuring Remote Login

The PDS supports a remote login option, in which the PDS redirects the login
request to a remote login page, typically presented by a central authentication
server that the institution wants to use instead of the PDS.

In this scenario, the PDS must identify where to direct the user and must pass
parameters to the remote system. Following authentication, a PDS session and
pds_handle are created for the user. Upon request from the calling application,
the PDS then proceeds to fetch user attributes from the remote system, as
described in User Attribute Retrieval and Attribute Mapping on page 93, so
that it can log the user in to the calling application.

To configure remote login:

B If you are working with the local disk PDS topology, you can configure
remote login via the configuration wizard, using the instructions in
Configuring Remote Login Using the PDS Configuration Wizard below,
or manually, using the instructions in Configuring Remote Login Manually
on page 59.

B If you are working with the shared Oracle database PDS topology, you must
configure remote login via the configuration wizard, using the instructions
in Configuring Remote Login Using the PDS Configuration Wizard
below.
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Configuring Remote Login Using the PDS Configuration
Wizard

If you are working with the PDS configuration wizard, you configure remote
login using the PDS General Attributes page.

To configure remote login using the configuration wizard:

1

Access the PDS General Attributes page for the institution for which you
want to configure remote login. (See Configuring Institutions Using the
PDS Configuration Wizard on page 20 for instructions on creating
institutions.)

Under Remote Login, select Use remote login and choose one of the
following methods from the Method drop-down list:

B Remote - In the Path field, enter the name of the HTML file you created
for the remote login URL redirection (for example, load-login-
cityuniv), indicate whether to use a secure ID, and enter the number of
seconds for which you want the login to be valid. For an example of an
HTML file that can be created and a list of the parameters to be included
in this file, see page 61.

B CAS - Use the CAS method. For details on CAS, see CAS
Authentication on page 115.

B Shibboleth — Use the Shibboleth method. For details on Shibboleth, see
Shibboleth on page 125.

B iChain - Use the iChain method. For details on iChain, see iChain
Authentication on page 121.
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Code USMA0
Description ALEPH Institute
Character conversion MNOMNE v
Calling application & override code [0 Primo
[0 MetaLib
O Aleph
O Rosetta
O Vayager
O DigiTool
Remote login ® Use remote login Method: | Choose method v
Choose method
O Do not use remate login Remote
CAS
: Shibboleth
(=
Logout from PDS O Redirect logout iChain
[0 Remate logout

Figure 13: Remote Login Configuration

3 C(lick Save & Continue.

Configuring Remote Login Manually

If you are configuring remote login manually, it is necessary to configure the
following two separate services in the . /pds/conf table/
tab service.<institute> file:

B LOAD_LOGIN service — handles the communication from the PDS when
redirecting the login request to the remote login program. For details, see
Configuring LOAD_LOGIN on page 59.

B REMOTE_LOGIN service — handles the communication from the remote
login program when it sends the required callback parameters to the PDS.
For details, see Configuring REMOTE_LOGIN on page 61.

Configuring LOAD_LOGIN

The LOAD_LOGIN functionality is called from the calling application when a
user requests a login page and the PDS is configured to redirect to a remote
login page.
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The redirect will take place in either one of the following circumstances:

B Aninstitution parameter has been passed to the PDS when LOAD_LOGIN
is requested and the relevant tab service.<institute> file is configured
with a LOAD_LOGIN service.

B Thereisonlyone tab service.<institute>fileinthe ./pds/conf table
directory and this file is configured with a LOAD_LOGIN service.

Following is an example of LOAD_LOGIN configuration in the

tab service.<institute> file:

[LOAD LOGIN]
program = remote load login encoded.pl
params = load-login-cityuniv
[END]
NOTE:

In the . /pds/conf table/tab service.<institute> file, the
LOAD_LOGIN service needs to be defined instead of the
AUTHENTICATE service.

The remote load login encoded.pl program used is a generic program that
places standard parameters in an HTML page with the redirect request. The
params line points to the HTML file that contains the actual redirection to the
URL of the remote login page. The Web page (HTML file) is the value of the
params parameter (in the above example, 1oad-login-cityuniv) and should
be placed either in the . /pds/html_form global directory, or in the appropriate
./pds/html-form/calling system-xxx directory.
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The following is an example of an HTML file configured to support
LOAD_LOGIN:

<!-- login-redirect -->
<html>

<head>
<title>Identification</title>
<include>meta-tags

<script language=JavaScript>
function redirect ()

{

var url = "https://authserver/cgi/login.asp?" +
"fixed parl=Fle&" +
"fixed par2=r2&" +
"pds_handle=50100&"+
"calling system =$0200&"+
"institute=$0300&"+
"url=5$0400";

top.location = url;

}
</script>

</head>

<body onload="javascript:redirect ()">

</body>

</html>
Include the following standard parameters in the Web page with the redirect:
B Institution code ("institute")
B PDS handle (which remains unpopulated)
B Calling application ("calling system")
|

Back-link URL (the URL from which the user originated). This must be the
last parameter. ("url")

NOTE:
Instead of using the remote load login encoded.pl program, you can
choose to use CAS, iChain, or Shibboleth authentication. For information
on these remote authentication programs, see CAS and iChain
Authentication on page 115 and Shibboleth on page 125.

Configuring REMOTE_LOGIN

This service supports the asynchronous callback of the remote login system to
the PDS. It is mandatory to have a callback function in the PDS to handle the
return of the remote login. The section in the tab_service.<institute> fileis
called [REMOTE_LOGIN] and the standard program is called

remote login gen 1.pl.
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NOTE:
Instead of using the remote login gen 1.pl program, you can choose to
use CAS, iChain, or Shibboleth authentication. For information on these
remote authentication programs, see CAS and iChain Authentication on
page 115 and Shibboleth on page 125.

The program retrieves the parameters passed back from the server, analyzes
them, updates the PDS session, and then redirects the user back to the calling
application.

For example:

[REMOTE LOGIN]

program = remote login gen 1.pl
params = check, 1800

[END]

The following table lists the standard parameters that must be passed back with
the REMOTE_LOGIN:

Table 4. REMOTE_LOGIN Parameters

Parameter Name Example

User ID ID=0123456

Calling system metalib, aleph, digitool,primo,dps (Rosetta
Management), dep (Rosetta Deposit), or voyager

Institution code institute=HUJI

PDS handle pds_handle (currently empty; reserved for future
development)

Back-link URL to calling url=http://..
application

The back-link URL must remain the last parameter, as everything that follows it
will be considered part of the back-link.

The following is an example of REMOTE_LOGIN input:

http://il-metalsfx0l.corp.exlibrisgroup.com:13006/pds?func=remote-
loginé

calling system=metalibé&

institute=REMOTE&

1d=DEMO&

url=http://il-metalsfx0l.corp.exlibrisgroup.com:8331/V

In the above example, the remote CGI script returns a parameter, id=DEMO, in
addition to the calling application, institute, and URL parameters which it
received from the PDS. This means that the user was authenticated and the

62

November 2010



Chapter 5: Table of Contents

remote login gen 1.pl program will create a z311 file on the disk and return
a pds_handle to the calling application.

The following is an example of a full remote login configuration that shows the
addition of a new institution named business (file=tab service.business).
This institution uses the remote login, whereby PDS redirects the login request
to a remote authentication server where it authenticates the user. The
BOR_INFO services are defined via a remote CGI script.

[LOAD LOGIN]

program = remote load login encoded.pl
params = load-login-business-pin
[END]

[REMOTE LOGIN]

program = remote login business.pl

params = check, 1800

[END]

[BOR_INFO]

program = remote cgi hook.pl

params = GET,host:port,cgi-bin/rp business.pl
[END]

NOTE:
For information on configuring an optional security enhancement for
REMOTE_LOGIN, see Optional Security Enhancement for
REMOTE_LOGIN and REMOTE_SSO on page 142.

Configuring Local Login

If remote login is not configured and the local login process is triggered when a
load-login request is sent from the calling application to the PDS, the PDS seeks
to authenticate the user performing the login.

You can configure one or more authentication methods for each institution. The
PDS attempts to authenticate the user with the first-listed authentication
method. If the authentication fails, it will try the next authentication method. If
authentication fails with all of the methods defined, the user will be redirected
back to the login page. If authentication succeeds, a PDS session and
pds_handle are created for the user. Upon request from the calling application,
the PDS then proceeds to fetch user attributes, as described in User Attribute
Retrieval and Attribute Mapping on page 93.

To configure authentication methods:

B [f you are working with the local disk PDS topology, you can configure
authentication methods via the configuration wizard, using the instructions
in Configuring Authentication Methods Using the PDS Configuration
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Wizard below, or manually, using the instructions in Configuring
Authentication Methods Manually on page 72.

B [f you are working with the shared Oracle database PDS topology, you must
configure authentication methods via the configuration wizard, using the
instructions in Configuring Authentication Methods Using the PDS
Configuration Wizard below.

Configuring Authentication Methods Using the PDS
Configuration Wizard

If you are working with the PDS configuration wizard, you configure
authentication methods using the PDS Authentication Methods page.

To create an authentication method using the configuration wizard:

1 Click Save & Continue on the PDS General Attributes page.
The PDS Authentication Methods page opens.

> PDS Authentication Methods for ALEPH Institute
Institution: |USM50 hd
Enabled Order No. Method
Method: | Aleph A
Cancel & Go Back
Back to Institution General Attributes To User Attributes

Figure 14: PDS Authentication Methods

2 From the Method drop-down list, select one of the following authentication
methods: Aleph, MetaLib, Voyager, Rosetta, DigiTool, LDAP, CGI Hook,
or CGI Hook SSL.

NOTE:
z312 is not an available option.

3 Click Create. The new authentication method displays in the list of
authentication methods.
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4  Click Edit to customize the authentication method to suit your system'’s
needs. The PDS - Configure page displays the selected authentication

method.
Host name/IP: |i|—a|eph10 corp.exlihrisgr|
Port: 8991
Operation code: | BOR_AUTH v]
Admin library: (USM50 |
Use secure: ® Do not use secure

Service name:

Service password:

Cancel & Go Back
To Authentication Methods

Encrypt service password: @& Yes

O Use secure

MASTER |

MASTER |

O No

To Authentication Methods
Note: Will be saved in file only

when Authentication Methods is saved

Figure 15: PDS Configure Page - Aleph Example

5 Edit the fields according to the method on which your authentication

method is based:

B If the authentication method is based on an internal authentication
method, such as Aleph, MetaLib, DigiTool, Rosetta, or Voyager (see the
above figure for an example), enter the information according to the

following table:

Table 5. PDS - Configure Internal Authentication Details

Field Name Description

Host name/IP Enter the host name or IP address of the calling
application’s X-Server.
Port Enter the Web port of the calling application’s X-Server.
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Table 5. PDS - Configure Internal Authentication Details

Field Name Description

Operation code

Select the X-Server service with which you want to
query the calling application. The following two
options are available:

® BOR_AUTH
® BOR_INFO

NOTE:
It is recommended that you use BOR_AUTH and
not BOR_INFO for Aleph.

Admin library Specify the administrative library in Aleph in which

(Aleph only) you want to search for users in order to authenticate
p y them. For example, USM50.

Use secure Specify whether or not to use an HTTPS call (Use

(not available for
Voyager)

secure or Do not use secure)

User schema

(DigiTool only)

Enter the code of the user schema in DigiTool in which
you want to search for users in order to authenticate
them. For example, DATO01.

Service name

(not applicable for
Voyager or Rosetta)

Enter the user name used by the PDS to obtain
permission to use X-Server services.

Service password

(not applicable for
Voyager or Rosetta)

Enter the password used by the PDS to obtain
permission to use X-Server services.

Encrypt service
password

(not applicable for
Voyager or Rosetta)

This field indicates whether the service password is
encrypted in a file on the server. Select Yes to use an
encrypted password.
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B If the authentication method is based on the LDAP external
authentication method, enter the information according to the following
table (see the figure below the table for an example):

Table 6. PDS - Configure LDAP Details

Field Name Description

LDAP name

(Note: Relevant for

Enter a name for the current LDAP configuration
(mandatory). This field enables multiple LDAP
configurations for a single institution.

shared Oracle DB

topology only)

Secure LDAP This field indicates whether secure or non-secure
communication should be established. If you select the
secure method, the LDAPS protocol is used to
communicate with the LDAP server.

Host name/IP Enter the host name or IP address of the LDAP server.

Port Enter the port of the LDAP server.

LDAP version Select the relevant LDAP version (2 or 3).

Initial bind name
and password

Many LDAP servers enable anonymous login, in which
case no user name or password is necessary. If a user
name and password are required for initial binding,
enter the user name and password assigned to the
institution for accessing the LDAP server.

Encrypt initial bind
password

This field indicates whether the initial bind password is
encrypted in a file on the server. Select Yes to use an
encrypted password.
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Table 6. PDS - Configure LDAP Details

Field Name Description

Bind and search

Select one of the following bind and search options:

B Default - This option instructs the PDS to perform
the LDAP bind step (using the full distinguished
name together with the password provided by the
user) initially and then search the LDAP server
using the search bases and filters (returning
bor info).

B Do not use bind — This option instructs the PDS to
skip the bind step and return bor info.

B Do not use search — This option instructs the PDS to
perform the LDAP bind step (using the full
distinguished name together with the password
provided by the user) and return bor_auth.

B Bind before search — This option instructs the PDS
to perform the LDAP bind step (using the full
distinguished name together with the password
provided by the user) prior to each search of the
LDAP server (using the search bases and filters and
returning bor info).

B Full distinguished name — Enter the full
distinguished name, which is then bound with the
user’s password to authenticate using the LDAP
server. Note that the full distinguished name is
required only if you selected the Bind before search
option.

Search base

Specify the full path of the search as it appears in the
LDAP directory tree. To add additional search bases,
click Add New Search Base.

NOTE:
If the Do not use search option is set, this field is
not used.

Search filter

Specify the parameter that is used to filter the search
results. Select the filtering parameter that returns only
one object.

NOTE:
If the Do not use search option is set, this field is
not used.
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Table 6. PDS - Configure LDAP Details

Field Name Description

Switch to TLS

Select Yes to convert the existing connection using
Transport Layer Security (TLS), which provides an
encrypted connection. This is only possible if the
connection uses LDAP version 3.

UTF to character set

Select ISO-8859-1 to convert the password entered by
the user from UTEF8 toISO-8859-1 before sending it to
LDAP.

LDAP response This value is used to set the encoding of the LDAP
convert to response before sending it back to the calling
application. If you want to encode the LDAP response,
select UTF8. Otherwise, the response is not encoded.
LDAP Attribute The LDAP tag names need to be mapped to names that
Mapping the calling application recognizes. For each LDAP

attribute that you want to map:
1 Click the Add New Mapping button.

2 In the LDAP System Attribute field, enter the name
of the LDAP attribute you want to map (for example,
PortalName).

3 (Optional) In the LDAP System Value field, enter a
specific value of the LDAP attribute that you want to
map to a calling application attribute or attribute
value (for example, EBSCO).

4 From the PDS Attribute drop-down list, select the
calling application attribute to which you want to
map the LDAP attribute you defined (for example,
portal_name to map to PortalName).

5 (Optional) In the PDS Value field, enter a specific
value of the calling application attribute to which
you want to map the LDAP attribute or LDAP
attribute + value that you defined (for example,
portal_name, EBSCO to map to PortalName,
EBSCO).

6 To enable the mapping you defined, ensure that the
Enabled check box is selected.

November 2010

69



Patron Directory Services Guide, Part lll: PDS Component Configuration

LDAP name:
Secure LDAP:

Host name/IP:
Port:
LDAP version:

Initial bind name:

Initial bind password:

Encrypt initial bind password:

Bind and search:

Configuration of LDAP Authentication Method

© Use a secure LDAP

@ Donotuse a secure LDAP

il-dc02

® V3
o v2

CN=test Idap.OU=Unkn|
testldapl123

@

® Yes

O No

C Default

@ Do not use bind

© Do not use search
© Bind before search

Full distinguished name:

Search base: |OU=U9ers.OU=I9raeI.DC=C0rp.DC=Exhb| Delete

Searchfilter  [sAMAccountName=USERNAME |

Add New Search Base

To Authentication Methods

Switch to TLS: O Yes
® No
UTF to character set: NONE v
LDAP respanse convert fa: NONE v
LDAP Attribute Mapping
Enable LDAP System Attribute LDAP System Value PDS Attribute PDS Value
\ | [user_name ¥ | ‘
\ | [profleid 7 [ ‘
\ | lomaiaddess  ¥] |
L \ | oo ¥ [oemo \
Add New Mapping
Cancel & Go Back Save & Continue

To Authentication Methods
Note: Will be saved in file only
when Authentication Methods is saved

Figure 16: PDS Configure Page - LDAP Example
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B [f the authentication method is based on CGI hook or CGI hook SSL,
enter the information according to the following table (see the figure
below the table for an example):

Table 7. PDS - Configure CGIl Hook/CGI Hook SSL Details

Field Name Description

Host name/IP Enter the host name or IP address of the remote CGI
script.
Port Enter the Web port of the remote CGI script.

User default CGI | Enter the CGI parameters for the remote CGI script (for
script example, cgi-bin/auth-ng/primo-bor-info.cgi or
cgi-bin/remote hasharon.pl. For information on the
target attributes to be used in this script, see Appendix C:
Ex Libris Calling Application Target Attributes.

HTTP command | Select the syntax that you want to use: either GET or

POST.
Host namelIP: 1130.182 125 3 |
Port: 2080 |

User default CGI script | egi-binrpa_cla.pl

HTTP command: Get v

Cancel & Go Back

To Authentication Methods To Authentication Methods

Note: Will be saved in fi

file only
- P . I
when Authentication Methods is saved

Figure 17: PDS Configure Page - CGl Hook Example

6 Click Save & Continue to save your modifications and return to the
Authentication Methods page.

Your authentication method appears in the list of authentication methods. It is
recommended that you use the instructions in Testing Authentication Methods
below to ensure that the authentication method you configured functions

properly.
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Testing Authentication Methods
It is recommended that you test the newly created authentication method to

ensure that it is functioning properly.

To test an authentication method:

1 In the Authentication Methods section, click Test next to the authentication
method you want to test.

The Test for Authentication Method window opens.

» Test for authentication method aleph

User name

Password

Run Test

Figure 18: Test for Authentication Method Window

2 Inthe User name and Password fields, enter the user name and password
with which you log in to the institution.

3 Click Run Test to test the authentication method.

A separate page displays with the results of the authentication method test. If
the test is successful, click Save & Continue on the Authentication Methods
page. If the test was not successful, you can try correcting the user
authentication method information using the instructions in the previous
section, or you can call your local Ex Libris representative for support.

Configuring Authentication Methods Manually

If you are configuring authentication methods manually, you must configure
the AUTHENTICATE service in each institution’s tab service.<institute>
file.

NOTE:
The AUTHENTICATE service should not be used in conjunction with
LOAD_LOGIN, as LOAD_LOGIN will override the user authentication
configuration.
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The following table lists the authentication programs that can be used in
configuring the AUTHENTICATE service:

Table 8. Authentication Programs

Program Description

aleph 141.pl Uses the Aleph X-Server — sends host and port as
well as other parameters to the X-Server. For
example: www.cityuniv, 8991, BOR AUTH,USM50,N
will be sent to the X-Server as:

aleph 142.pl

aleph 152.pl

http://www.cityuniv:8991/
X20p=BOR_AUTHENTICATE&BOR_ID=<xxx>&V
ERIFICATION=<xxx>&BOR_LIBRARY=USM50

Depending on the N, the call will be HTTPD or
HTTPDS.

aleph.pl

metalib x server.pl Uses the MetaLib X-Server — sends host and port as
well as other parameters to the X-Server. For
example:

il-cleoOl.corp.exlibrisgroup.
com, 8334,BOR_INFO, N, pds, pds

digitool.pl Uses the DigiTool X-Server — sends host and port as
well as other parameters to the X-Server. For
example:

ram7:8881, op=BOR_AUTH, USR00, PDS, PDS, N

dps.pl Uses the Rosetta X-Server — sends host and port as
well as other parameters to the X-Server. For
example:

il-dtldev0O7a.corp.exlibrisgroup.com,
1801,BOR_AUTH,N

voyager.pl Uses the Voyager X-Server — sends host:port and
other parameters to the X-Server:

10.111.111.99:17304,auth,N

ldap.pl Interfaces with an LDAP server for remote
authentication. For each institute, this program
requires the 1dap prn.conf configuration file.

remote cgi hook.pl Remote authentication hook. For example:

GET,130.182.125.3:2080,cgi-bin/rpa _cla.pl

remote cgi hook ssl.pl Remote authentication hook with SSL (Secure
Sockets Layer) support for secure communication
between the PDS hook and the local CGI program.

For example: POST, https://
vulture.library.colostate.edu:443,cgi-bin/
metauth.cgi,BOR ID
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NOTE:
The Aleph interfaces depend on the version of Aleph that you are using.
Aleph.pl works with Aleph 16 as well as Aleph 17 and later, but
Aleph 152.pl does not work with Aleph 17.

As described in the above table, the PDS can authenticate users:

B against an external authentication source — For example, by using an LDAP
server or a custom remote CGI hook, users can write their own custom
authentication. For detailed information on configuring the LDAP and CGI
hook/SSL hook external authentication services, see LDAP Services —
Manual Configuration on page 77 and Remote CGI Hook — Manual
Configuration on page 82. Note that these sections describe both user
authentication and user attribute retrieval configuration.

B against a calling application’s own user database — A Perl interface is used to
activate the calling application’s X-Server and validate the user name and
password entered on the login page. This authentication method is
described below.

NOTE:
For a list of values that the X-Servers can return, refer to the X-service
documentation for your product.

You must configure parameters in the [AUTHENTICATE] section of the
institution’s tab_service.<institute> file that specify the following;:

B connection information for contacting the calling application’s X-Server,
such as the server address and port to access when calling the X-Server

B the operation code, or X-Server service, with which you want to query the
calling application. The following two options are available:

® BOR_AUTH
®m  BOR_INFO

NOTE:
It is recommended that you use BOR_AUTH and not BOR_INFO for
Aleph.

B whether or not to use a secure connection (the N or Y parameter)

NOTE:
This option is not applicable for Voyager.

B (for Aleph only) the administrative library in Aleph that you want to
query — for example, USM50.

B (for DigiTool only) the user schema that you want to query —for example,
DATOL.
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B the user name and password (the service user and service password
parameters) used by the PDS to obtain permission to use the X-Server
services. The default user name and password are pds, pds. Itis
recommended to change the default password, in which case the user name
and password must be included in the params line. For information on
encrypting this password, see Encrypt Password Utility on page 159.

NOTE:
This option is not applicable for Voyager or Rosetta.

IMPORTANT:
The PDS user name and password must be changed in the calling
application in order to authorize the PDS to use the relevant X-Server
services. Refer to the documentation for your product to determine how to
change the PDS user name and password.

Examples of Authentication Configuration

The following are some examples of how to configure the PDS for
authentication services.

NOTE:
When requesting a secure HTTPS connection (Y) in the interface, the port
must be the secure port. For example:

PROGRAM-NAME aleph.pl
160.45.152.196,443,BOR_AUTHENTICATE, FUBOO, Y, WWW-X, WWW-X

Aleph
[AUTHENTICATE]
program = aleph.pl
params = 1il-aleph02,8994,BOR AUTH,USM50,N, WWAW-X, WNW-X
[END]

In addition, verify that the Aleph X-Server is working correctly (license and so
forth) and that the WWW-X user name and WWW-X password is defined in
your management interface.

DigiTool
[AUTHENTICATE]
program = digitool.pl
params = ram7:8881,0p=BOR AUTH,DATO1, PDS, PDS,N
[END]
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MetalLib

[AUTHENTICATE]

program = metalib x server.pl

params = 1il-cleoOl.corp.exlibrisgroup.com, 8334,BOR-
AUTH, N, PDS, PDS

[END]

Rosetta

[AUTHENTICATE]

program = dps.pl

params = il-dtldev0O7a.corp.exlibrisgroup.com,
1801, BOR-AUTH, N

[END]

Voyager

[AUTHENTICATE]

program = voyager.pl

params = 10.111.111.99:17304,auth,N
[END]

LDAP

[AUTHENTICATE]

program = ldap.pl
params = ldap prn.conf
[END]

NOTE:
You can configure the PDS so that it first attempts to authenticate users via
an external authentication service and only if this fails, does it then
attempt to authenticate users via an internal authentication service. To
configure this workflow, the external authentication service must be listed
firstin the tab service.<institute> file, before the internal
authentication service using the calling application’s X-Server. For

example:

[AUTHENTICATE]

program = remote cgi hook.pl

params = GET,www.exlibris.com:8331,aleph-cgi/
remote cgi hook

program = metalib x server.pl

params = hostname, 8331, BOR-AUTH, N, pds, pds
[END]
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LDAP Services — Manual Configuration

The PDS has a standard program, 1dap.pl, to interface with an LDAP server for
remote authentication and the fetching of user attributes.

The 1dap.pl program needs to interface with many different LDAP servers and
many different configurations. It has a configuration file that defines how it
interacts with the server. See LDAP Configuration File on page 77 for a full
explanation of all the parameters in this file.

The flow of the 1dap.p1l script is as follows:

The LDAP script (1dap.pl) reads the 1dap prn.conf file.

The PDS connects to the given LDAP host name and establishes a secure or
non-secure communication (depending on the configuration of the
secure ldap flag).

If initial bind parameters (init bind dnand init bind password) are
defined in the configuration file, an initial bind using the configuration file
parameters is performed.

The PDS searches the LDAP tree to find the user’s record, according to the
provided search base and search filter. The hard-coded USERNAME
token is replaced with the name from the login page and the token
PASSWORD is replaced with the verification from the login page.

If the results are not unique (or zero size result), the search step is repeated
for the next provided base/filter.

If thereisno bor info only = Y parameter, a bind is attempted for the
search object, using the password from the login page.

If the bind succeeds, <auth>Y</auth> is returned in the XML and the
AUTHENTICATE Or BOR INFO step succeeds. Otherwise, the XML will contain
<auth>N</auth>, the return code will be 11, and an error message will be
displayed on the login page. A more specific error message will be printed
to the $LOGDIR/pds_server.log.

NOTE:

PDS logs can be restarted using the start w command. PDS logs that are
older than 30 days are automatically removed.

LDAP Configuration File

The LDAP configuration file contains the following sections:

General - For details, see [GENERAL] on page 78.
XML setting — For details, see [XML_SETTING] on page 79.

Attribute mapping — For details, see [ATTRIBUTES_MAPPING] on
page 79.
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B Defaults — For details, see [DEFAULTS] on page 79.

[GENERAL]
This section defines the following attributes of the LDAP server interaction:
B The host name and port of the remote LDAP server.

B initial user name and password. Many LDAP servers enable anonymous
login, in which case no user name/password is required. If a user name/
password is required for initial binding, enter the user name/password
assigned to the calling application for accessing the LDAP server (in the
init bind dnand init bind password parameters).

B secure_ldap Y/N flag, which defaults to N. If the flag is set to Y, the SSL
protocol is used to communicate with the LDAP server.

B init_bind_dn - Enter the full dn (distinguished name) for the initial bind.

B init_bind_password — Enter the dn’s password for the initial bind. For
instructions on encrypting this password, see Encrypt Password Utility on
page 159.

B search_base — Enter the full path search in the 1dap directory tree to the
user.

B search_filter — Enter the parameter to filter the results to return only one
object.

NOTE:
The search base and search filter parameters can be repeated to
search in more than one tree.

B ldap_version is not a mandatory line. If it is not present or if it is empty, the
ldap.pl will attempt a bind with its default version, which is 2. If the LDAP
server is a version 3 server, the 1dap version in the conf table must be
set to 3 for the bind to be successful.

B bor_info_only is an optional line. If it is present, the 1dap.p1 will skip the
bind step and return bor_info without attempting to bind.

B auth_ only is an optional line. If it is present, the 1dap.pl will only validate
the password and will not return bor info.

NOTES:

B [fauth only = Y, dnisamandatory line and contains the full
distinguished name for the bind. The search base and search filter
are not used in this scenario.

B auth only = Yandbor info only = Y are mutually exclusive.
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m  start_tls =Y, switch to secure. Calling this method will convert the existing
connection to use Transport Layer Security (TLS), which provides an
encrypted connection. This is possible only if the connection uses LDAP
version 3.

B utf_to_charset = ISO-8859-1

® ldap_resp_convert — This line is used for setting the encoding of the LDAP
response before sending it back to the calling application. The only possible
value is UTF8. No encoding is enabled for other values.

[XML_SETTING]
This section is required by the PDS and must not be modified or deleted.

The following is an example of this section:

[XML SETTING]
xml root node = bor authentication
[END]

[ATTRIBUTES_MAPPING]

This section is used to map the LDAP user record fields to the calling
application’s user record fields in the user table. For more information on this
section, see Attribute Mapping and Defaults on page 81.

The following is an example of this section:

[ATTRIBUTES MAPPING]
cn = name

mail = email address
[END]

[DEFAULTS]

This section sets defaults for user attribute mapping. You can set a default value
for any of the fields that can be mapped to the user record, particularly if the site
wants to force a default value for all users. For more information on this section,
see Attribute Mapping and Defaults on page 81.

For example, to set the expiration date for all users to 20201231, use the
following;:

[DEFAULTS]
expiry-date, 20201231
[END]

November 2010 79



Patron Directory Services Guide, Part lll: PDS Component Configuration

LDAP Configuration File Examples

The following is an example of an initial bind setup using an LDAP version 3

server:
[GENERAL]
host name = cityuniv.library.edu
port = 389

init bind dn = cn=Ldap ,o=Citytown University,c=US
init bind password = t670P11

ldap version = 3

[END]

The following is an example of a search_base and search_filter for
querying the LDAP server. The search base defines the LDAP base to be
searched and the search filter defines the LDAP user. The USERNAME token is
a placeholder and is replaced with the name value from the login page.

search base = o= City University, st=New York ,c=US
search filter = uid=USERNAME

In the above example, if a user named johndoe is trying to authenticate against
the LDAP server, the PDS will perform LDAP searches on the base City
University, and will filter the results where uid= johndoe.

Note that multiple search base and search filter pairs can be defined. For
example, to search in both student and faculty trees, you can define the

following;:
search base = ou=fac, o=sunynp
search filter = cn=USERNAME
search base = ou=stu,o=sunynp

search filter = cn=USERNAME
The PDS supports references from LDAP servers. The system tries to bind
against the defined LDAP server and follows a reference to another LDAP
server, when provided.

In the following auth_only example, no attributes are returned —only an
<auth>Y</auth>, based on the dn parameter:

[GENERAL]
host name = cityuniv.library.edu
port = 389

ldap version = 3

auth only=Y

dn= cn=USERNAME, o=Citytown University, c=US
[END]
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In the following bor info only example, no bind is performed on the object
found by the LDAP search.

[GENERAL]

host name = cityuniv.library.edu
port = 389

search base = ou=fac,o=sunynp
search filter cn=USERNAME

bor _info only = Y

[END]

When working in the secure mode (LDAP over SSL), enter a flag in the LDAP
configuration file, as follows:

[GENERAL]
host name = cityuniv.library.edu
port = 636

search base = o =City University, st=0Ohio, c=US
search filter = uid=USERNAME

secure_ldap=Y

[END]

[XML SETTING]
xml root node = bor authentication
[END]

[ATTRIBUTES MAPPING]

cn = user name

mailLocalAddress = email address

PortalName = portal name

portalName,EBSCO = z303-birth-date, 19910101
{END]

Attribute Mapping and Defaults

NOTE:

Underscores and hyphens are interchangeable in the calling application
update, but not in the mapping tables.

The tag names in the LDAP XML need to be mapped to names that the calling
application recognizes. (For a full list of tags that are currently recognized by

each calling application, see Appendix D: The bor_info.tags Attribute
Mapping Table.)

For example, the LDAP code can return:

sn: Orange

cn: Becky Orange

maillocalAddress: becky.orange@exlibris.co.il
PortalName: EBSCO

November 2010 81



Patron Directory Services Guide, Part lll: PDS Component Configuration

The [ATTRIBUTES_MAPPING] section normalizes the names and can also be
used to map values and add defaults. For example, the LDAP cn is mapped to
the field user name. This is name normalization for the calling application’s
update program. An example of mapping values is the last line of the attributes
mapping below, the z303-birth-date, 19910101, which is appended to the
XML when the input contains a PortalName whose value is EBsco. The
[DEFAULTS] section example adds an expiry-date containing the date
20051010 if there is no expiry-date field in the incoming XML.

[ATTRIBUTES MAPPING]

cn = user name

mailLocalAddress = email address

PortalName = portal name

portalName, EBSCO = z303-birth-date, 19910101
[END]

[DEFAULTS]
expiry-date, 20051010
[END]

Remote CGIl Hook — Manual Configuration

The PDS provides a custom hook to enable an interface with user-defined
external authentication servers for authentication, and user-defined sources for
user attributes. The hook is enabled through remote cgi hook.pl or
remote cgi hook ssl.pl.Both programs are included in the PDS package.

An institution that wants to use this method should write a CGI program that

interacts with the PDS hook, as specified below, and handles regular or secure
transactions/communication between the PDS and the relevant authentication

server. For information on the target attributes to be used in this CGI program,
see Appendix C: Ex Libris Calling Application Target Attributes.

CGI Hook Setup

To set up the PDS to work with a remote hook for authentication and user
attribute retrieval, you must configure the AUTHENTICATE and BOR_INFO
services in an institution’s tab_service.<institute> file. The HTTP
command syntax to be used is GET or POST and the HTTP address is to a user-
defined CGI script.
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For example:

[AUTHENTICATE]
program = remote cgi hook.pl
params = GET,10.1.235.39:8997,aleph-cgi/
remote hasharon.pl
[END]
[BOR INFO]
program = remote cgi hook.pl
params = GET,10.1.235.39:8997,aleph-cgi/
remote hasharon.pl
[END]
CGlI Hook Interface

The remote cgi hook.pl receives the address of the user CGI script from the
tab_service.<institute> file (the parameters of the AUTHENTICATE or
BOR_INFO service) and adds to it the following parameters from the login

page:
B id-userlID

B verification —user password

B institute —user institution

The following is an example of an authentication request:

http://10.1.235.39:8997/aleph-cgi/
remote hasharon.pl?BOR ID=RINA&VERIFICATION=RINA&institute=REMOTE
CGI

Communication Between the CGI Program and the PDS
The CGI program communicates with the PDS hook in the following way:

B Input - accepts a user’s ID, password (optional when the hook is used to
retrieve attributes), and institution

® XML output:

B For authentication — sends an authentication flag (Y/N) back to the PDS.
Optionally, it may also provide user attributes.

B For user attribute retrieval — sends the user’s attributes back to the PDS.

The communication between the CGI program and the PDS is based on the
HTTP protocol and XML.

NOTE:
It is possible for each institution to use its own CGI program.
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You should use the remote _cgi_hook_ssl.pl program if your Apache server
supports SSL for secure communication between the PDS and your CGI
program.

The CGI program should return an XML document containing the mandatory
fields included in the following table:

Table 9. CGlI Mandatory Fields

Field XML Tag Note
Authenticated <auth> Y - authenticated
</auth> N - not authenticated
User ID <id>
</id>
NOTE:

This is a partial list. The full list of fields can be found in Appendix C: Ex
Libris Calling Application Target Attributes.

The following are examples of replies when the CGI program is used to
authenticate a user:

<?xml version="1.0" 2>

<bor authentication>
<auth>Y¥</auth>

</bor authentication>

Or:

<?xml version="1.0" 2>

<bor authentication>
<auth>N</auth>

</bor_ authentication>
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The following is an example of a reply when the CGI program is used to retrieve
user attributes:

<?XML version="1.0" encoding="UTF-8"?>
<bor info>

<i1d>9036860</id>
<institute>Harvard</institute>
<group>GRAD</group>

<name>Smith, John</name>
<open-date>00000000</open-date>
<name>Smith, John</name>
<title>Mr.</title>

<academic status></academic status>
<address 0>10 Tree street </address 0>
<address_ 1></address 1>

<address 2></address_ 2>

<address 3></address_ 3>
<z1ip>43123</zip>

<email address>smith@john.com </email-address>
<telephone>+441253656880</telephone>
<bor info>

NOTE:
In MetaLib, a staff user testing the results of the program can view the
resulting user record via the MetaLib Management interface (/M). The first
time a user logs in, a user record is created in the local calling application’s
user file, with the information provided via the CGI program. Thereafter,
every time a user logs in, the user’s details are updated.

Local Login Page Display

As part of the local login process, the PDS searches for and displays the login
HTML page in the following manner:

1 If there is a request for the login page to be displayed in a specific language,
the PDS searches for a login page file that matches the institute and the
requested language (/institute-<institute name>/login.<language
extension>) and displays this login page if found.

2 If there is no language request or if there is no language-specific login page
file, the PDS searches for a login page file that matches the institution only
(/institute-<institute name>/login)and displays this login page if
found.

3 If the PDS cannot find the login page file that matches the institute, the PDS
searches for a login page file that matches the calling application and the
requeﬁedianguage(/calling_system—<calling application name>/
login.<language extension>)and displays this login page if found.
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4 If there is no language request or if there is no language-specific login page
tile, the PDS searches for a login page file that matches the calling
application only (/calling system-<calling application name>/
login) and displays this login page if found.

5 If the PDS cannot find the login page file that matches the calling
application, it searches for and displays the global login page (/global/
login).

NOTE:
For details on login page customization, see Customizing the Institution
Login Page on page 89 and Language-Specific Login Pages on page 89.

The following is an example of a global login page (such as http://
hostname:port/pds):

Figure 19: Ex Libris Global PDS Login Page
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The following is an example of a MetaLib PDS login page, displayed if
calling system=metalib was sent in the URL:

( ) MetalLib

Name: |JhnnS

Password: |*******

Institution: |Centra| Adrninistration ;I

| Login || Ba

Don't have username/p

Figure 20: Metalib PDS Login Page

The following is an example of a DigiTool PDS login page, displayed if
calling system=digitool was sent in the URL:

(5> DigiTool

DIGITAL ASSET MANAGEMENT

Name: |

Password: |

Institute: I Aring Inskituke - I

[ togin__|| Back |

Figure 21: DigiTool PDS Login Page
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The following is an example of an Aleph PDS login page, displayed if
calling system=aleph was sent in the URL:

() ALEPH

INTEGRATED LIBRARY SY

Name:
Password:

Institution: |EYEaMREDENE

Figure 22: Aleph PDS Login Page

The following is an example of a Rosetta Management PDS login page,
displayed if calling system=dps was sent in the URL:

&
ExLIbris
Welcome, Please Log In: Technical Requirements
User Name ] Mimimum sereen resclution: 1024°7EE
Browsar: Internet Explorer 8+ Firafox 1.5+

Passworg ]

Institution INZ00 b

Login

Figure 23: Rosetta Management PDS Login Page
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The following is an example of a Rosetta Deposit PDS login page, displayed if
calling system=dep was sent in the URL:

)
ExLibris Rosetta

Welcome, Please Log In: Technical Requirements:

User Name
Password
Institution NS00 M

lam new and want to register:

Login Register

Figure 24: Rosetta Deposit PDS Login Page

Customizing the Institution Login Page

You can create a customized institution login page for each institution.

To create a customized institution login page (example for
institution=ARTS):

1 Create a new directory for the institution using the following commands:

pdsroot

cd html form

mkdir institute-arts

cp calling system-<application name>/* institute-arts

2 Specify login as the file to be customized in the newly created directory:

./pds/html form/institute-arts/login

After you have performed the above procedure and the ARTS institution is
selected on the login page, when you select View > Source on the login page,
you will see that the login HTML file was taken from the institute-arts
directory. The file is STMPDIR/utf files/pds/html form/institute-arts/
login.

Language-Specific Login Pages
To create language-specific login pages, do one of the following;:

B If you want the PDS to be able to open HTML pages that match the calling
institution and the requested language, in each institute-<inst name>
directory, create new login HTMLs (or other PDS HTML pages) with
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language extensions—for example, 1ogin. fre, login.heb. When the PDS
receives a request (for example, load-login) from an application, it looks for
a file that matches the institute and lang parameters and displays it.

If you want the PDS to be able to open HTML pages that match the calling
application and the requested language, in each calling system-
<calling_system name> directory, create new login HTMLs (or other PDS
HTML pages) with language extensions—for example, 1ogin. fre,
login.heb. When the PDS receives a request (for example, load-login) from
an application, it looks for a file that matches the calling systemand lang
parameters and displays it.

NOTE:

As explained in the above section, the institute parameter has a higher
priority than the calling_system parameter. This means that if there are
both the institute and calling system directories, the PDS will search
for the necessary language-specific login HTML file in the institute
directory first and, if the file is found, will ignore the calling system
directory (as shown in the example below).

For example, if the calling application sends the following parameters:

B institute=xxx
B calling system=aleph

B lang=fre

the following flow occurs:

1 The PDS searches for . /html form/institute-xxx/login.fre.

2 Ifnot found, the PDS searches for . /html form/institute-xxx/login.

3 Ifnot found, the PDS searches for . /html form/calling system-aleph/
login. fre.

4 If not found, the PDS searches for . /html form/calling system-aleph/
login.

5 If not found, the PDS searches for . /html form/global/login.

Checking the Displayed Login Page File

After the PDS displays the login page, you can check which HTML file the PDS
is displaying and where it was found.

To check the login page file name and location:

From the browser menu, select View > Source. The HTML source of the PDS
login page is displayed.

90
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At the top of the HTML source is a comment with the full path to the file:

<!-- The file is : $TMPDIR/utf files/pds/html form/
calling system-aleph/login -->

The HTML files are converted to UTF using the pds_utf prog definition in
PDSDefinitions:

our ($pds utf prog) = "/exlibris/calling application/
xn n/aleph/exe/pds utf file name";

The output is stored in the . /tmp/utf files/pds directory.

For example, if the file is html form/calling system-aleph/login and the
$TMPDIR is /exlibris/aleph/m3 1/tmp, the UTF file will be located in
/exlibris/aleph/m3 1/tmp/utf files/pds/html form/calling system-
aleph/login.

NOTE:
If the UTF file exists, it is used. Thus, if you make changes in the HTML
files or install new code that changes values in the HTML, the UTF files
should be deleted using the following command: > rm -r $TMPDIR/
utf files/pds/html form/
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User Atiribute Retrieval and Atiribute
Mapping

This section includes:

Overview of User Attribute Retrieval on page 93

Configuring User Attribute Retrieval Methods Using the PDS
Configuration Wizard on page 94

Configuring User Attributes Manually on page 97
Overview of Attribute Mapping on page 98

Mapping User Attributes Using the PDS Configuration Wizard on
page 98

Mapping User Attributes Manually on page 101

User Attribute Retrieval — Requests by Calling Applications on
page 103

User Attribute Retrieval with Voyager on page 104

Overview of User Attribute Retrieval

After a successful authentication, the calling application requests user attributes.

The PDS can be configured to obtain user attributes either from the calling

application’s user database or from external user directories. Attributes
retrieved are handled in an XML format, mapped, and normalized. The

attribute mapping process and configuration are described in Overview of

Attribute Mapping on page 98.

The PDS handles the formatting of the attributes, but the calling application is
responsible for interpreting these attributes and granting appropriate
authorizations in the calling application.
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To configure methods for obtaining user attributes:

B [f you are working with the local disk PDS topology, you can configure
methods for obtaining user attributes via the configuration wizard, using
the instructions in Configuring User Attribute Retrieval Methods Using
the PDS Configuration Wizard below, or manually, using the instructions
in Configuring User Attributes Manually on page 97.

B [f you are working with the shared Oracle database PDS topology, you must
configure methods for obtaining user attributes via the configuration
wizard, using the instructions in Configuring User Attribute Retrieval
Methods Using the PDS Configuration Wizard below.

NOTES:

B Calling applications can use different PDS services to retrieve user
attributes. For information on the PDS services that can be used by
different calling applications, see User Attribute Retrieval — Requests by
Calling Applications on page 103.

B If you are working with Voyager, you can choose to have Voyager
request user attributes using the LDAP authentication credentials. For
details, see User Attribute Retrieval with Voyager on page 104.

Configuring User Attribute Retrieval Methods
Using the PDS Configuration Wizard

If you are working with the PDS configuration wizard, you configure user
attribute retrieval methods using the PDS User Attributes page.

924
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To create a user attribute retrieval method using the configuration wizard:

1 Click Save & Continue on the PDS Authentication Methods page.
The PDS User Attributes page opens.

> PDS User Attributes for ALEPH Institute

Institution: | USMS50 ~|
Enabled Order No. Method
Method: | Aleph V|

Cancel & Go Back

Back to Authentication Methods - .
To Attribute Mapping

Figure 25: PDS User Attributes

2 From the Method drop-down list, select one of the following user attribute
retrieval methods: Aleph, MetaLib, Voyager, Rosetta, DigiTool, LDAP,
CGI Hook, or CGI Hook SSL.

NOTE:

z312 is not an available option.

3 Click Create. The new user attribute retrieval method displays under User
Attributes.
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4  Click Edit to customize the user attribute retrieval method to suit your
system’s needs. The PDS - Configure page displays the selected user
attribute retrieval method.

Host nameilP:

Port:

Operation code: BOR_AUTH v

Admin library:

Use secure: ® Do not use secure
O Use secure

Service name:

Senvice password:

Encrypt service passward: & Yes

C Nao

Cancel & Go Back

To User Attributes

lzer Attributes is saved

Figure 26: PDS Configure Page - User Atftribute Retrieval Method (Example)

5 Edit the fields according to the method on which your user attribute
retrieval method is based:

B If the user attribute retrieval method is based on an internal user
attribute retrieval method, such as Aleph, MetaLib, DigiTool, Rosetta, or
Voyager, enter the information as described in Table 5 on page 65 and in
the figure above the table.

B If the user attribute retrieval method is based on the LDAP external user
attribute retrieval method, enter the information as described in Table 6
on page 67 and in the figure below the table.

B If the user attribute retrieval method is based on CGI hook or CGI hook
SSL, enter the information as described in Table 7 on page 71 and in the
figure below the table.

6 Click Save & Continue to save your modifications and return to the User
Attributes page.
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Your user attribute retrieval method appears in the list of user attribute retrieval
methods. It is recommended that you use the instructions in Testing User
Attribute Retrieval Methods below to ensure that the user attribute retrieval
method you configured functions properly.

Testing User Attribute Retrieval Methods

It is recommended that you test the newly created user attribute retrieval
method to ensure that it is functioning properly.

To test a user attribute retrieval method:

1 In the User Attributes section, click Test next to the user attribute retrieval
method you want to test.

The Test for User Attribute Method window opens.

> Test for user attribute method aleph

User name

Password

Run Test

Figure 27: Test for User Attribute Method Window

2 Inthe User name and Password fields, enter the user name and password
with which you log in to the institution.

3 Click Run Test to test the user attribute retrieval method.

A separate page displays with the results of the user attribute retrieval method
test. If the test is successful, click Save & Continue on the User Attributes page.
If the test was not successful, you can try correcting the user attribute retrieval
method information using the instructions in the previous section, or you can
call your local Ex Libris representative for support.

Configuring User Attributes Manually

If you are configuring authentication methods manually, you must configure
the BOR_INFO service in each institution’s tab service.<institute> file.
The programs and parameters to be used for this service are the same as those
used for the AUTHENTICATE service. For a detailed explanation of the
AUTHENTICATE service, see Configuring Authentication Methods Manually
on page 72.
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NOTE:
Appendix B: tab_service.<institute> Configurations contains an example
of a BOR_INFO service configuration for each calling application.

Overview of Attribute Mapping

Information is delivered to the PDS in many formats and it is the responsibility
of the PDS to normalize all the different types of information into a format that
the calling application can handle. For example, normalization makes it possible
for the PDS to receive local attributes with tag names containing the user table’s
prefix (such as 2303 for Aleph, z312 for DigiTool and MetaLib, user title for
Rosetta, and ubid for Voyager), and to send global attributes without these
prefixes to the calling applications.

The PDS comes with a set of mappings for all Ex Libris applications. (To view
the default set of mappings, see the sections for each calling application in
Appendix D: The bor_info.tags Attribute Mapping Table.) In many cases, this
mapping is sufficient and no additional mapping is required. However, you
may need to create new mappings for one of the following reasons:

B You need to override the default mapping of a source attribute/value to the
calling application attribute/value.

B You want to add default attributes and values (for example, expiry-date =
today).

To map user attributes:

B If you are working with the local disk PDS topology, you can map user
attributes via the configuration wizard, using the instructions in Mapping
User Attributes Using the PDS Configuration Wizard below, or manually,
using the instructions in Mapping User Attributes Manually on page 101.

B [f you are working with the shared Oracle database PDS topology, you must
map user attributes via the configuration wizard, using the instructions in
Mapping User Attributes Using the PDS Configuration Wizard below.

Mapping User Atiributes Using the PDS
Configuration Wizard

If you are working with the PDS configuration wizard, you map user attributes
using the PDS - Attribute Mapping page.
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To create a user attribute mapping using the configuration wizard:

1 Click Save & Continue on the PDS User Attributes page.
The PDS - Attribute Mapping page opens.

> PDS - Attribute Mapping for ALEPH Institute

Enable Calling Application Source Attribute Calling Application Attribute

Add New Mapping

Cancel & Go Back

To User Attributes To User Attributes To Institution Configuration
to test your configuration

Figure 28: PDS - Attribute Mapping Page

2 Click Add New Mapping to add a new mapping row.
The new attribute mapping appears in the Attribute Mapping section.
3 Select Enable to enable the mapping.

4  From the Calling Application drop-down list, select the relevant Ex Libris
calling application—MetaLib, Aleph, Primo, Rosetta, Voyager, or
DigiTool. This enables you to map several calling applications for the same
institution. The PDS first searches for a specific calling application mapping
and only if this is not found, does it look for a general institution mapping.

NOTE:
This option can be used only if you are working with the shared Oracle
database PDS topology. If you are working with the local disk PDS
topology, skip this step.

5 In the Source Attribute field, enter the source user attribute as it appears in
the user database that is accessed during the user attribute retrieval process
(for example, the Aleph user database or the user database accessed by the
CGI program you are using).

6 From the Calling Application Attribute drop-down list, select the calling
application attribute to which you want to map the source user attribute.
This is the attribute that the PDS will return to the calling application.

NOTE:
To add a new default attribute, leave the Source Attribute field empty
and select the required calling application attribute from the Calling
Application Attribute drop-down list.
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> PDS - Attribute Mapping for ALEPH Institute

Enable Calling Application Source Attribute Calling Application Attribute
All hd bor-status z312-group v Edit
IMetalib v z303-home-library group_id v Edit
Aleph > expiry-date A Edit
Add New Mapping
Cancel & Go Back
To User Attributes — E— -

To User Attributes Tao Institution Cenfiguration
to test your configuration

Figure 29: New Aftribute Mapping

If you want to map a specific value of a source user attribute to a specific
value of a calling application attribute, in the Attribute Mapping section,
click Edit next to the relevant user attribute mapping.

The PDS - Edit Attribute Mappings page opens.

Click Add New Attribute Value. A new entry appears in the Edit Attribute
Values list.

a Inthe Source Value field, enter the value of the source attribute that you
want to map to a specific value of the calling application attribute to
which the source attribute is mapped.

b Inthe Calling Application Value field, enter the specific value of the
calling application attribute to which you want to map the specified
source attribute value.

For example, if you want the PDS to return a value of STAFF to the calling
application if the value of the source attribute is 15, enter 15 in the Source
Value field and STAFF in the Calling Application Value field.

Add

C
To

> PDS - Edit Attribute Mappings for ALEPH Institute

Enable Source Value Calling Application VYalue
w C— [OWoERGRAD |
7 e GRAD

New Attribute Vaiue

ancel & Go Back
Attribute Mappin i i
Attribute Mapping To Attribute Mapping
Mote: Will be saved in file only
when Aitribute Mapping is saved

Figure 30: PDS - Edit Attribute Mapping Page
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NOTE:
To add a new default value, leave the Source Value field empty and type

the required calling application value in the Calling Application Value
field.

¢ Click Save & Continue to save your settings and return to the PDS -
Attribute Mapping page.

9 On the PDS - Attribute Mapping page, click Save & Continue to save your
user attribute mapping settings.

Mapping User Attributes Manually

NOTE:
For information on LDAP user attribute mapping, see Attribute Mapping
and Defaults on page 112.

You map user attributes manually by creating a custom mapping file (for each
institution) named INSTITUTE calling application.tags or
INSTITUTE.tags inthe ./pds/conf table directory.

NOTES:

B If an INSTITUTE.tags file is found, the
INSTITUTE calling application fileisignored.

B ]tis recommended that you use the naming convention <Institute
code>.tags (for example, HUJI. tags).

The INSTITUTE calling application.tags Or INSTITUTE.tags file should
contain only overrides and additions to the pds/program/conf/

bor info.tags file, which is a system file that translates local XML tags to
global XML tags and contains the standard normalizations required between all
the calling applications. For more information on the bor info.tags file, see
Appendix D: The bor_info.tags Attribute Mapping Table.

IMPORTANT:
The bor info.tags file should not be modified, as changes made to it
will be overridden by updates and fixes made to the PDS.

You can include the following in the INSTITUTE calling application.tags
or INSTITUTE. tags file:

B Field-to-field mapping — Fields that are not already mapped in the
bor info.tags file or whose mapping you want to override should be
listed in the [ATTRIBUTES_VALUES_MAPPING] section of the
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INSTITUTE calling application.tags Or INSTITUTE.tags file. This
section consists of two columns divided by an equals (=) sign and lets you
map values to be translated from the local XML to the global XML. For
example:

[ATTRIBUTES VALUES MAPPING]
bor-status = z312-group
[END]

B Value-to-value mapping — This is a conditional mapping, which means that
based on an existing field and value, an additional field and value will be
added to the global XML returned to the calling application. This type of
mapping should also be included in the
[ATTRIBUTES_VALUES_MAPPING] section of the
INSTITUTE calling application.tags Or INSTITUTE.tags file. It
should consist of two columns (name, value pairs) divided by an equals (=)
sign. The left-hand side should contain the local attribute name and value as
defined in the local XML and the right-hand side should contain the global
attribute name and value to be returned to the calling application in the
global XML. For example:

[ATTRIBUTES VALUES MAPPING]
z305-bor-status, 01 = group, STAFF
[END]

NOTES:
B The string-matching process is not case-sensitive.

B Value-to-value mapping works on the input before the bor info.tags
field-to-field mapping. Thus, the mapping in the above case must be
2305—bor—status,Ol=group,STAFFinuinotbor—status,01=
group, STAFF.

B New fields and values — You can add new fields and values to the global
XML by adding these fields and values to the [DEFAULTS] section of the
INSTITUTE calling application.tags or INSTITUTE.tags file. This
section should consist of an attribute name and value, separated by a
comma. For example:

[DEFAULTS]
portal-name, SCIENCE
[END]
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In the above example, if there is no field called <portal-name> in the local
XML, a field called portal-name with the value of SCIENCE will be added to
the global XML.

For example, if the local XML contains the following:

- <bor-info>
<z305-bor-status>01</z305-bor-status>
</bor-info>

It will be converted to the following in the global XML:

- <bor-info>
<bor-status>01</bor-status>
<group>STAFF</group>
<portal-name>SCIENCE</portal-name>
</bor-info>

NOTE:
The two additional entries are modified according to the attribute

mapping rules defined. The z305-bor-status is changed to bor-status
by the bor info.tags file.

For date fields, there is a dynamic default mechanism. The input is: today
+ny +nm +nd, where n is any number, y is years, m is months, and d is days.

Any or all months, days, and years can be used in any order and spaces do
not matter. For example:

[DEFAULTS]
expiry date, today+30d
[END]

IMPORTANT:
Only fields with values and fields that match a column on the left side of
the bor_info.tags file will appear in the final global XML.

User Atiribute Retrieval - Requests by Calling
Applications

A calling application can request user attributes from the PDS using two
different services: BOR_ID and BOR_INFO. In the first case, the user attributes
are sent based on the configuration used —for example, the institution selected
by the user when the user signs in to the PDS. In the second case, the user
attributes can be based on user attribute mappings. This second option has an
advantage if the user’s institution is derived from the authentication system
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from which user attributes are retrieved and if the different institutions share
the same configuration (if, for example, the institutions share the same
authentication system). In this case, multiple institutions can share the same
configuration and the user does not have to select an institution when signing in

to the PDS.

Currently, most, but not all, Ex Libris products support the BOR_INFO option,
as delineated in the following table:

Table 10. Supported Services

Product Service PDS Institution Used For
Primo BOR_INFO Primo institution

Aleph BOR_ID Aleph ADM

MetaLib version 3.x | BOR_ID MetaLib institution

MetaLib version 4.x | BOR_INFO MetaLib institution

DigiTool BOR_INFO (or like Can be used for user group in
BOR_INFO.BOR_IDisnot | attribute mapping
returned, but since there is
no institution, there must
always be a mapping)

Rosetta BOR_INFO Rosetta institution

Voyager BOR_INFO Voyager database

NOTE:

If you require SSO with Aleph, you must have a separate configuration for
each Aleph ADM. Otherwise, you can have a single configuration file for
all institutions/databases and map each institution/database based on user

attributes.

User Atiribute Retrieval with Voyager

If you are working with Voyager, you can choose to have Voyager request user
attributes using the LDAP authentication credentials rather than the credentials
entered by the user during intial login.

If you are working with the local disk PDS topology, you can configure this
option for Voyager either manually or using the PDS configuration wizard. If
you are working with the shared Oracle database PDS topology and want to
configure this option for Voyager, you must do so using the configuration

wizard.

104
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To configure the use of LDAP credentials for Voyager user attribute
retrieval using the configuration wizard:

1 Access the PDS General Attributes page for the relevant institution. (See

Configuring Institutions Using the PDS Configuration Wizard on page 20
for instructions on creating institutions.)

2 Under Use LDAP attributes for Voyager BOR_INFO, select Yes.

> PDS General Attributes for

Code
Description
Character conversion

Calling application & override code

Remote login

Logout from PDS

Credentials for application logout senvice

Remate S50

EZproxy

Use LDAP attributes for Voyager BOR_INFO

Change institution display order

Cancel 8 Go Back
To Institution Configuration

MNONE b

O Prime
MetaLib
Aleph
Rosetta

Voyager

FEEEE

DigiTool

Use remaote Login

Method

Do not use remote Login

O
®
[0 Redirect logout
[0 Remate logout

Senvice user name

Senvice password

Use remote S50

Do not use remote S50

Use EZproxy

0]

®

o

@ Do not use EZproxy
@ Yes

O

Mo

I
L

I
I

Method

To Authentication Methods

Figure 31: Use LDAP Attributes for Voyager BOR_INFO
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3 C(lick Save & Continue to save your settings.

To manually configure the use of LDAP credentials for Voyager user
attribute retrieval:

In the relevant tab_service.<institute> file, add the following lines:

[BOR ID FROM LDAP]
params = Y
[END]

Note that you must also map the relevant LDAP attributes to voyager ldap id
and voyager ldap pass. For information on doing this using the configuration
wizard, see Table 6 on page 67. The following is an example of a manual
attribute mapping:

[ATTRIBUTES MAPPING]
cn = user name
mail = email address
employeenumber = voyager ldap pass
sn = voyager ldap id

[END]
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Logout Configuration

This section includes:
B Overview of Logout Configuration on page 107

B Configuring Logout Using the PDS Configuration Wizard on
page 108

B Configuring Logout Manually on page 109

Overview of Logout Configuration

When an authenticated user chooses to log out of an application, a logout
request is sent from the calling application to the PDS. The logout process
removes the pds_handle that was created for the user and expires the user’s
session.

If you want to direct the user to a specific URL after logout, you can configure
the redirect logout option.

If you have configured remote login using iChain, CAS, or Shibboleth and want
to configure the user’s logout from the remote authentication server (so that the
next user to log in to the calling application is not logged in as the previous
user), ensure that you configure the following;:

m  for iChain, the redirect logout option
B for CAS, the remote logout option
®m  for Shibboleth, one of the following;:
B the remote logout option (or SHIB_LOGOUT in the

tab service.<institute> file)

B the mapping of the Shibboleth logout attribute to the PDS logout
attribute
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NOTE:
For details of the Shibboleth logout workflow, see The Shibboleth Logout
Workflow on page 136.

If you are working with the local disk PDS topology, you can configure logout
options via the configuration wizard, using the instructions in Configuring
Logout Using the PDS Configuration Wizard on page 108, or manually, using
the instructions in Configuring Logout Manually on page 109. If you are
working with the shared Oracle database PDS topology, you must configure
logout options via the configuration wizard, using the instructions in
Configuring Logout Using the PDS Configuration Wizard on page 108.

NOTE:
For information on configuring remote Single Sign-Off (SSO) across Ex
Libris products, see Configuring SSO Using the PDS Configuration
Wizard on page 42 or Configuring SSO Manually on page 45.

Configuring Logout Using the PDS Configuration
Wizard

If you are working with the PDS configuration wizard, you configure logout
options using the PDS General Attributes page.

To configure logout options using the configuration wizard:

1 Access the PDS General Attributes page for the institution for which you
want to configure logout options. (See Configuring Institutions Using the
PDS Configuration Wizard on page 20 for instructions on creating
institutions.)

2 Under Logout from PDS, select one or both of the following options:

B Redirect logout — In the text box, enter the specific calling application
HTML page or URL to which you want to redirect the user —for
example, http://www.cnn.comor Y/?func=find (within the
application). If you are working with an iChain remote authentication
server and want to ensure that the next user who attempts to log in will
not be logged in as the previous user, enter http://<iChain
server>:<port>/<iChain logout API>.

B  Remote logout - If you are working with a CAS remote authentication
server and want to configure the user’s logout from this server so that
the next user to log in to the calling application is not logged in as the
previous user, enter the following in the text box:

B For CAS: https://<CAS server>:<port>/<CAS logout API>
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B For Shibboleth: http://<Shibboleth server>:<port>/
<Shibboleth logout API>

NOTE:
For information on mapping the Shibboleth logout attribute to the PDS
logout attribute, see Configuring Shibboleth Using the Configuration
Wizard on page 130.

> PDS General Attributes for usmso

Institution: | USM50 ~|

Code |usmso |

Description |ALEF'H Institute |

Character conversion | NONE v |

Calling application & override code [0 Primo | |
O MetaLib | |
O Aleph | |
[0 Rosetta | |
O Vaoyager | |
O DigiTool | |

Remote login @ Use remote Login Method |CAS Vl
O Do not use remote Login

Logout from PDS Redirect logout |Y.f"?func=ﬂnd |
Remote logout |https:.f'.f'casU1:8991.f'cas.ﬁ'l|

Figure 32: Redirect/Remote Logout Configuration

3 C(lick Save & Continue.

Configuring Logout Manually

To manually redirect a user to a specific calling application HTML page or
another URL after the user has logged out, configure the REDIRECT_LOGOUT
service in each relevant institution’s tab_service.<institute> file.
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For example:

[REDIRECT LOGOUT]
params = Y/?func=find
[END]

or:

[REDIRECT LOGOUT]
params = http://www.cnn.com
[END]

In the first example above, when a user logs out of the calling application, the
user is redirected to the Find module, as specified in the params link.

NOTE:
When redirecting to an HTML page within the application, there is no
need to enter the host name and port.

In the second example above, when a user logs out of the calling application, the
user is redirected to http://www.cnn.com, as specified in the params field.

iChain Logout

If you are working with an iChain remote authentication server and want to
redirect a user to a specific calling application HTML page or another URL after
the user has logged out and ensure that the next user who attempts to log in will
not be logged in as the previous user, configure the following in each relevant
institution’s tab service.<institute> file:

[REDIRECT LOGOUT]
params = http://<iChain server>:<port>/<iChain logout API>
[END]

CAS Logout

If you are working with a CAS remote authentication server and want to
configure the user’s logout from this server so that the next user to log in to the
calling application is not logged in as the previous user, configure the following
in each relevant institution’s tab_service.<institute> file:

[REMOTE LOGOUT]
params = https://<cas server>:<port>/<CAS logout API>
[END]
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Shibboleth Logout

If you are working with a Shibboleth remote authentication server and want to
configure the user’s logout from this server so that the next user to log in to the
calling application is not logged in as the previous user, configure the
[REMOTE_LOGOUT] or [SHIB_LOGOUT] section in each relevant institution’s
tab_service.<institute> file, as follows:

[REMOTE LOGOUT]
params = http://<Shibboleth server>:<port>/<Shibboleth logout API>
[END]

[SHIB LOGOUT]
params = http://<Shibboleth server>:<port>/<Shibboleth logout API>
[END]

NOTE:
For information on mapping the Shibboleth logout attribute to the PDS
logout attribute, see Configuring Shibboleth Manually on page 133.
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Part IV

Remote Authentication
Programs

This part contains the following sections:
B Section 8: CAS and iChain Authentication on page 115
B Section 9: Shibboleth on page 125
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CAS and iChain Authentication

This section includes:
B CAS Authentication on page 115
B iChain Authentication on page 121

CAS Avuthentication

The PDS provides a “hook” for CAS (Central Authentication System). The PDS
host’s Apache server needs to be configured to add restricted resources (one

resource per institution) and to add a Perl module that communicates with the
CAS server.

Because the interface is a mod_perl handler, which keeps sessions in the
database, you must also perform additional configuration steps to activate this
option.

To configure CAS authentication:

1 Add the following to the htdocs/oracle error.html file:

<html><head>

<title>Cas Error</title>

</head><body>

<hl>Internal CAS Error</hl>

<p>Cannot process request: The service you are attempting to
access is denied

</p>

<p>More information about this error may be available

in the server error log.</p>

</body></html>
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2 Create the CAS user and tables using the following commands:

dlib vir00
$<application name> proc/create ora user b cas

sglplus cas/cas @cas.sql

CREATE TABLE cas_sessions (

id varchar (32) not null primary key,
last accessed number not null,
"uid” varchar (32) not null,

pgtiou varchar (64) not null
)i

CREATE TABLE cas pgtiou to pgt (
pgtiou varchar(64) not null primary key,
pgt varchar (64) not null,
created number not null

) i

NOTE:

If you are working with Oracle 11.2 (Primo or Rosetta), you must install an
Oracle patch.

3 Create the restricted CAS directories using the following commands:

mkdir htdocs/cas

cd casl

In -s $<application name> dev/pds/program/pds main pds main
cd cas2

In -s $<application name> dev/pds/program/pds main pds main

116
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4 Inthe Apache httpd.conf file:

a Enter the following:

<Location /casl>
SetHandler perl-script
PerlResponseHandler ModPerl::Registry
Options +ExecCGI
PerlOptions +ParseHeaders

PerlSetVar isMetalib "true"
PerlSetVar PDS USER NAME "pds id"
PerlSetVar PDS PAGE KEY "user"
PerlSetVar PDS INSTITUTE "castest"

PerlSetVar CASHost "xxx.xxx.edu"
PerlSetVar CASPort "443"
PerlSetVar CASErrorURL "http://xx.xx.xx:8331/
error oracle.html"
# For Oracle this is the SID
PerlSetVar CASDatabaseName "dev"
PerlSetVar CASSsl "[Y/N]"
PerlSetVar CASDatabaseHost "ic-dev.xxx.xx"
PerlSetVar CASDatabasePort "nnnn"
# DBI is case sensitive in UNIX environments so be careful.
PerlSetVar CASDatabaseDriver "Oracle"
PerlSetVar CASDatabaseUser "xxxx"
PerlSetVar CASDatabasePass "yyyy"
# Remember to have a different cookie for each instance
PerlSetVar CASSessionCookieName "APACHECASORACLE"
PerlSetVar CASSessionTimeout "1800"
PerlSetVar CASLogLevel "O"
PerlSetVar CASRemoveTicket "false"
# to change the default login page from /cas/login to /sso/login
# PerlSetVar CASLoginURI /sso/login
AuthType Apache: :AuthCASEXL
AuthName "CAS"
PerlAuthenHandler Apache::AuthCASEXL->authenticate
require valid-user
</Location>
<Location /cas2>

b Update the CASHost and CASPort with the CAS host name and port
number for the site:

PerlSetVar CASHost "xxx.xxx.edu"
PerlSetVar CASPort "443"
PerlSetVar CASSsl "[Y/N]"
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C

Update the CASDatabaseName with the Oracle SID and port number:

PerlSetVar CASDatabaseHost "ic-dev.xxx.xx"
rt
PerlSetVar CASDatabasePort "nnnn"

Update the CASDatabaseUser and CASDatabasePass with the user
name and password for CAS:

PerlSetVar CASDatabaseDriver "Oracle"
PerlSetVar CASDatabaseUser "xxxx"
PerlSetVar CASDatabasePass "yyyy"
</Location>

If you are configuring CAS authentication for more than one institution:

a

Create a sub-directory in the html form directory for each institution.
For example:

B institute-casl/
B institute-cas2/

Copy the following HTML files from the html form global directory
to each one of the new directories:

B redirect-remote-cas
B redirect-remote-cas-sso
Configure each HTML page to match the corresponding CAS:

B <body onload

"location = '/goto/&server httpd/casl/pds

B <body onload "location = '/goto/&server httpd/cas2/pds

If you are configuring CAS authentication using the PDS configuration
wizard (required if you are working with the shared Oracle database
topology), access the PDS General Attributes page for the institution for
which you want to configure remote login (see Configuring Institutions
Using the PDS Configuration Wizard on page 20 for instructions on
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creating institutions), select Use remote login under Remote login, select
CAS from the Method drop-down list, and click Save & Continue.

> PDS General Attributes for usMso

Institution: |[USM50 A
Code USME0
Description ALEFH Institute
Character conversion MONE hd

Calling application & override code Primo

Metalib

Aleph

Voyager

O
O
O
[0 Rosetta
O
O

DigiTool

Remote login ® Use remote Login Method: | CAS 4

Do not use remote Login

Figure 33: Selecting the CAS Remote Login Method

If you are configuring CAS authentication manually, access the relevant
institution’s tab_service.<institute> file and enter cas.pl in the
[LOAD_LOGIN] section’s program line.

[LOAD LOGIN]

program = cas.pl
params =

[END]

7 To use the CAS server to determine whether a user is already logged in
(5S0):

B If you are configuring CAS authentication using the PDS configuration
wizard (which you must use if you are working with the shared Oracle
database topology), access the PDS General Attributes page for the
institution for which you want to configure remote SSO, select Use
remote SSO under Remote SSO, select CAS from the Method drop-
down list, and click Save & Continue.
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B If you are configuring CAS authentication manually, access the relevant
institution’s tab_service.<institute> file and enter cas.pl in the
[LOAD_SSQO] section’s program line and sso in the params line.

[LOAD SSO]
program
params

[END]

cas.pl
SSO

If the user is not logged in, the user is redirected back to the PDS as a guest.

8 Optionally, configure logout from the CAS server, as described in Logout
Configuration on page 107.

NOTE:
The CAS interface provides authentication only, and only the ID is stored.
User attribute retrieval must be set up using another method, such as
LDAP.

After CAS authentication has been configured, the Apache server is activated
and the user is redirected to a CAS login page. After the authentication
completes the session, pds main?func=load-login is accessed.

The PDS checks the environment for an HTTP_PDS_ 1D variable. If the variable
exists, the authentication succeeds and a PDS_HANDLE is returned to the calling
application.

EZproxy Authentication

In version 5.1a and later, EZproxy can act as a CAS service and can work with
the PDS.

To configure EZproxy to act as a CAS service:

B [f you are configuring EZproxy using the PDS configuration wizard (which
you must use if you are working with the shared Oracle database topology),
access the PDS General Attributes page for the institution for which you
want to configure EZproxy, select Use EZproxy under EZproxy, and click
Save & Continue.

B If you are configuring EZproxy manually, add the following line to the
EZproxy config. txt file:

CASServiceURL WildcardServiceURL
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where WildcardServiceURL is the PDS server name or any other
application to which you want to give access to the CAS service.

For example:

CASServiceURL http://casapp.yourlib.org/*

iChain Authentication

There are two options for implementing iChain with the PDS:

B Form fill —iChain intercepts the PDS login page that is sent to the user,
enters the user’s credentials, and sends the response back to the PDS. This
process, whereby the iChain imitates the PDS, is seamless to the user. Upon
receiving information, the PDS performs the login process and logs the user
in to the calling application.

B A restricted resource, /pds_ichain, is set up in the http. conf file and is
also defined as a ScrptAlias to pds/program/pds _main. The load-login
process calls /pds_ichain instead of /pds. The Apache redirects the user to
the iChain login page and then continues with the load-login PDS
functionality.

To instruct the Apache to redirect the user, you must add the following
rewrite rules to the Apache httpd. conf file:

RewriteEngine On
RewriteCond %{HTTP:Authorization} ~(.*)
RewriteRule */(.*)$ - [env=HTTP AUTHORIZATION:%1]

NOTE:
iChain allows for SSO, login, and logout. There is no need for external
scripts to perform these tasks.

Although iChain provides authentication only and user attribute retrieval must
handled using another method, such as LDAP, the user’s user name and
password are extracted from iChain and stored so that they can be accessed later
by the PDS.

If the user logs out of iChain, the calling application recognizes this and logs the
user out. If the user logs out of the calling application, you can configure the
redirect logout option to log the user out of iChain as well. If the user does not
log out of iChain, the next user who attempts to log in will be logged in as the
previous user.
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To configure iChain authentication:

B If you are configuring iChain authentication using the PDS configuration
wizard (required if you are working with the shared Oracle database
topology), access the PDS General Attributes page for the institution for
which you want to configure remote login (see Configuring Institutions
Using the PDS Configuration Wizard on page 20 for instructions on
creating institutions), select Use remote login under Remote login, select
iChain from the Method drop-down list, and click Save & Continue.

> PDS General Attributes for usmso
Institution: |[USM50 A
Code USM&0
Description ALEFH Institute
Character conversion MNOME hd
Calling application & override code O Primo
[ MetaLib
O Aleph
[0 Rosetta
[0 voyager
O DigiToal
Remote login ® Use remote Login IMethod: | iChain »
O Do not use remate Login

Figure 34: Selecting the iChain Remote Login Method

B If you are configuring iChain authentication manually, access the relevant
institution’s tab_service.<institute> file and enter ichain.pl in the
[LOAD_LOGIN] section’s program line.

[LOAD_LOGIN]

program = dichain.pl
params =

[END]

To use iChain to determine whether a user is already logged in (SSO):

B [f you are configuring iChain authentication using the PDS configuration
wizard (which you must use if you are working with the shared Oracle
database topology), access the PDS General Attributes page for the
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institution for which you want to configure remote SSO, select Use remote
SSO under Remote SSO, select iChain from the Method drop-down list,
and click Save & Continue.

B [f you are configuring iChain authentication manually, access the relevant
institution’s tab_service.<institute> file and enter ichain sso.plin
the [LOAD_SSQO] section’s program line and sso in the params line.

[LOAD_SSO]

program = ichain sso.pl
params = sso

[END]

If the user is not logged in, the user is redirected back to the PDS as a guest.

NOTE:
You can configure logout from iChain. For information, see Logout

Configuration on page 107.
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Shibboleth

This section includes:

Overview of Shibboleth on page 125

Prerequisites for Working with Shibboleth on page 126
Additional Shibboleth Apache Configuration on page 127
Configuring Shibboleth to Work with the PDS on page 129
The Shibboleth Login Workflow on page 135

The Shibboleth Logout Workflow on page 136

The Shibboleth SSO Workflow on page 136

Configuring Shibboleth as a WAYF on page 137

Overview of Shibboleth

This chapter outlines the prerequisites and guidelines for configuring
Shibboleth to work with the PDS in conjunction with Ex Libris products. The
PDS supports Shibboleth 2.1 and later with Apache version 2.2.xx provided by
Ex Libris.

NOTE:
Third-party products, such as Shibboleth, are not under the control of Ex
Libris and Ex Libris is not responsible for any changes or updates to
Shibboleth. Furthermore, Ex Libris is not responsible for providing any
end-user support with respect to Shibboleth. For further information
about Shibboleth, refer to the appropriate Web site (http://
shibboleth.internet2.edu/).
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Prerequisites for Working with Shibboleth

To implement Shibboleth with the PDS, you must first set up and configure the
appropriate environment or have access to such an environment. An
appropriate environment contains:

B A Shibboleth identity provider

B Shibboleth service provider software built and configured to work with the
Shibboleth identity provider. The service provider software must be located
on the same server as each PDS instance.

NOTE:
When you set this up, the PDS plays the role of a WAYF server. The PDS
first presents patrons with a list of institutions from which to select for
login. If a patron chooses a non-Shibboleth institution, the PDS presents a
login page and handles the login. If a patron chooses a Shibboleth
institution, the PDS redirects the patron to a Shibboleth service provider
that links directly to one of the Shibboleth institution’s identity providers.
The service provider allows the identity provider to handle
authentication, and then retrieves the appropriate attributes. The service
provider then returns these attributes to the PDS in a format that the PDS
can translate. In this scenario, there is a separate service provider for each
identity provider that is handled by the PDS. For details, see Configuring
Shibboleth as a WAYF on page 137.

B Configuration of Shibboleth on the product’s Apache server
® A URL for performing logout from the identity provider (optional)

This section describes:
B Tips for Installing the Shibboleth Service Provider on page 126
B Verifying That Prerequisites Are Met on page 127

Tips for Installing the Shibboleth Service Provider

Ex Libris installs its own Apache server on the system. First, you need to make
sure that this Apache server supports dynamic loading of shared modules
(mod_so compiled in; check with httpd -1). You then need to make sure that
Shibboleth is using the same shared libraries (. so) as the Apache server, which
is compiled against its own OpenSSL libraries. If Shibboleth is not using the
same shared libraries as the Apache server, segfaults of the Apache children will
appear at startup.

126
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It is highly recommended to obtain the latest Shibboleth SP package suitable for
your operating system from the Shibboleth Web site. The following are some
useful commands:

B S 1dd /exlibris/metalib/mé4 1/product/local/apache/bin/httpd
B $ /exlibris/product/httpd-2.0.xx/bin httpd -1

B S 1dd /exlibris/product/httpd-2.0.xx/modules/mod ssl.so

B $ 1dd /path/to/shibboleth-sp/libexec/mod shib 20.so

NOTE:
If the Apache server (and the supplied OpenSSL) does not use the same
libraries as Shibboleth, contact Ex Libris Support for instructions on
upgrading your Apache server.

Verifying That Prerequisites Are Met

To verify the prerequisite settings:

1 Log the user in to the Shibboleth identity provider. Using the address bar of
your Web browser, type the following HTTP request:
http://<product host>:<product port>/shib
A login page of your identity provider is launched.

2 Enter a valid Shibboleth user name and password and confirm that you can
log in to Shibboleth.

NOTE:
It is highly recommended to run the service provider on HTTPS.

Additional Shibboleth Apache Configuration

This section describes:
B  Adding a Symbolic Link in the /apache/htdocs Directory on page 128
® Editing the Apache Configuration File on page 128

B  Modifying <application name>_start on page 129

November 2010 127



Patron Directory Services Guide, Part IV: Remote Authentication Programs

Adding a Symbolic Link in the /apache/htdocs Directory

You must create a separate institution subdirectory in the /shib directory,
under htdocs, that has a symbolic link pointing to the pds_main program in the
/pds/program/ directory. This directory is protected by Shibboleth, so the PDS
uses the Shibboleth attributes after authentication.

To add a symbolic link:
Create the symbolic link using the following commands:
apch
mkdir shib
cd shib/
mkdir $inst

cd Sinst
1n -s <pdsroot>/program/pds main pds main

To confirm the creation of the symbolic link:
Run the following command:

1s -1
The result appears as follows:

1rWXrwXrwx 1 <product> exlibris 43 Nov 22 08:18
pds main -> <pdsroot>/program/pds main*

Editing the Apache Configuration File

The Apache configuration file needs to be edited so that it regards pds main as
an executable program.

To edit the Apache configuration file:
1 Openthe httpd.conf or ssl.conf file using the following commands.

apcc
cp httpd.conf httpd.conf.<date>
vi httpd.conf

NOTE:
If you are using SSL, use ss1.conf instead of httpd.conf, where
applicable.

2 Edit the configuration file within a VirtualHost context.

128
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NOTE:
For RequestMap to function properly, the VirtualHost definition must
match the definition of the Host in the RequestMap section of the
shibboleth2.xml file.

3 Edit the following commands so that they are appropriate for your setup.
(At the very least, edit the SHIB_ ROOT command.)

# you may replace /etc/shibboleth with the shibboleth
software dir
Include /etc/shibboleth/apache2.config

<Location /shib>

AuthType shibboleth

ShibRequireSession On

#it might be smart to modify the next line:

require valid-user

Options ExecCGI FollowSymlinks

ForceType application/x-httpd-cgi
</Location>

Modifying <application name>_start

In many cases, it is not necessary to add the Shibboleth 1ib directory to the
library search path. However, you are advised to do so nevertheless.

To add the Shibboleth 1ip directory to the library search path:
Add the following lines to <application name> start:

# set shib env variables

setenv SHIB CONFIG SHIBROOT/shibboleth/etc/shibboleth/
shibboleth.xml

setenv SHIB SCHEMAS SHIBROOT/shibboleth/etc/shibboleth
setenv LD LIBRARY PATH S{ LD LIBRARY PATH}: SHIBROOT/
shibboleth/1lib

Configuring Shibboleth to Work with the PDS

After the above prerequisites have been successfully fulfilled, you can configure
the PDS to work with Shibboleth.

B [f you are working with the local disk PDS topology, you can implement
Shibboleth via the configuration wizard, using the instructions in
Configuring Shibboleth Using the Configuration Wizard below, or
manually, using the instructions in Configuring Shibboleth Manually on
page 133.
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B [f you are working with the shared Oracle database PDS topology, you must
implement Shibboleth via the configuration wizard, using the instructions
in Configuring Shibboleth Using the Configuration Wizard below.

Configuring Shibboleth Using the Configuration Wizard
Using the configuration wizard, you can configure Shibboleth:
B to authenticate users and retrieve user attributes

B to determine whether a user is already logged in (SSO)

To configure Shibboleth using the configuration wizard:

1 Access the PDS General Attributes page for the institution for which you
want to configure remote login/SSO (see Configuring Institutions Using
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the PDS Configuration Wizard on page 20 for instructions on creating
institutions).

> PDS General Attributes for

Institution: | v |

PDS General Attributes

Code: | |

Description: | |

Character conversion: |NONE v|

Calling application & override code: O Primo | |
O MetaLib | |
O Aleph | |
[0 Rosetta | |
O Wwoyager | |
O DigiTool | |

Remote login: O Use remate Login Method: | Ch ethod
® Do not use remote Login

Logout from PDS: O Redirect logout | |
O Remote logout | |

Credentials for application logout service: Semice User name: | |

Senice password: | |

Remote SS0O: O Use remote S50 Methad: | Choose method
® Do not use remote SSO

EZproxy: O Use EZproxy
® Do not use EZproxy

Use LDAP attributes for Voyager BOR_INFO: O Yes
® No

Change institution display order:

Cancel & Go Back Save & Continue
To Institution Configuration . S
To Authentication Methods

Figure 35: PDS General Attributes Page
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2 Select one or both of the following options:

B Under Remote login, select Use remote login, select Shibboleth from
the Method drop-down list, and click Edit Shibboleth.

B Under Remote SSO, select Use remote SSO, select Shibboleth from the
Method drop-down list, and click Edit Shibboleth.

The PDS - Edit Remote Login/SSO page opens to allow you to map the
Shibboleth attributes to the attributes that the calling application recognizes.

> PDS - Edit Remote Login for

Source Attribute Source Value PDS Attribute PDS Value

Cancel & Go Back

To PDS General Attributes

Figure 36: PDS - Edit Remote Login Page

3 Click Create to add a new attribute mapping.

A new attribute mapping row displays in the list of attributes.

> PDS - Edit Remote Login for

Source Attribute Source Value PDS Attribute PDS Value
academic-status v

Cancel & Go Back

To PDS General Attributes

Figure 37: Add Aftribute Mapping Row

4  Inthe Source Attribute field, enter the name of the Shibboleth attribute you

want to map (for example, HTTP_SHIB_BORSTATUS or
SHIB_LOGOUT).

5 (Optional) In the Source Value field, enter a specific value of the Shibboleth

attribute that you want to map to a calling application attribute or attribute
value (for example, MEDLINE).
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6 From the PDS Attribute drop-down list, select the calling application
attribute to which you want to map the Shibboleth attribute you defined (for
example, academic_status to map to HTTP_SHIB_BORSTATUS or
logout_url to map to SHIB_LOGOUT).

NOTE:
To be able to save user information (for example, favorites) you must map

the appropriate Shibboleth attribute to z312_source_id, the PDSID
attribute.

7 (Optional) In the PDS Value field, enter a specific value of the calling
application attribute to which you want to map the Shibboleth attribute or
Shibboleth attribute + value that you defined (for example, portal_name,
MEDLINE to map to group, STAFF).

8 To enable the mapping you defined, ensure that the Enabled check box is
selected.

9 Repeat steps 3 to 8 for each attribute that you want to map to the PDS.

10 Click Save & Continue to save your settings and return to the PDS General
Attributes page.

11 Click Save & Continue on the PDS General Attributes page.

Configuring Shibboleth Manually

To configure Shibboleth manually, you must configure each relevant
tab service.<institute> file as well as the shib.conf file.

To configure Shibboleth manually:

1 Ineachrelevant tab service.<institute> file:

a  Configure the following services (the code must be in uppercase letters):

[LOAD_ LOGIN]
program
params

[END]

[BOR INFO]
program = z312.pl

[END]

[INSTITUTE DISPLAY]

shib.pl
shib.conf

code = <unique code of institute>
lang = ENG

desc = inst-description

[END]
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b  (Optional) Set up the logout service:

[SHIB_LOGOUT]
params = http://<server>:<port>/<Shibboleth logout API>
[END]

NOTE:

The SHIB_LOGOUT configuration must include a link to the customer’s
identity provider logout URL, if an identity provider is being used. If not,
the PDS logs out of the service provider and Ex Libris products only.

¢ Enter the following lines to optionally set up remote SSO:

[LOAD_SSO]

program = shib sso.pl
params = shib.conf
[END]

To complete the optional LOAD_SSO configuration, add the following lines
to the general conf (or sso conf) file:

[DEFAULT_INSTITUTE]
cookie = shibsession (.*)
[END]

Create a shib.conf filein the . /pds/conf_table directory. Base your file
on the following guidelines and the example below of a shib.conf file.

B The file must be customized according to your institution’s attributes.

B To be able to save user information (for example, favorites) you must
map the appropriate Shibboleth attribute to z312_source_id, the PDS
ID attribute.

B Fields can also be specified to receive default values.
B Dates can be configured according to context (see example).

The following is an example of a shib. conf file:

[SHIB ATTRIBUTES]

REMOTE USER = 2312 source id

HTTP SHIB PERSON COMMONNAMELIMSNAME = z312 name
HTTP_ SHIB BORSTATUS = z312 academic status
[END]

[ATTRIBUTES MAPPING]
portal name,MEDLINE = group, STAFF
[END]

[DEFAULTS]
expiry date, today+ly
[END]

134
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4  Add the path to the program directory in the pds main using the following
command:

use lib "S$ENV{<product> dev}/pds/program";

5 (Optional) The PDS can use a URL sent by the Shibboleth identity provider
for logout. To instruct the PDS to do so, map the Shibboleth logout URL
attribute to the PDS logout URL attribute in the shib.conf file. For
example:

SHIB LOGOUT = logout url

NOTE:
The attribute sent by Shibboleth may have a name other than
SHIB_LOGOUT, depending on the identity provider setup.

If you do not perform this mapping, the default logout is performed (that is,
the PDS uses the SHIB_LOGOUT or REMOTE_LOGOUT definition, or
alternatively, the REDIRECT_LOGOUT definition, in the

tab service.<institute> file).

The Shibboleth Login Workflow

This section describes the processes Shibboleth performs when a user logs in.

1 The user attempts to log in and chooses the institute to which the user
belongs.

2 The Shibboleth program is started.
3 The PDS checks whether the user is already logged in to Shibboleth.

B If so, the PDS creates a new session and redirects the user back to the
calling application.

B If not, the PDS redirects the user to the Shibboleth identity provider
login page. After the user logs in, the Shibboleth identity provider
authenticates the user and sends the user’s attributes to the PDS. The
PDS creates a new session and writes the user attributes to the local disk
or Oracle database for use during the user attribute retrieval process.
Note that the attributes are mapped according to the configured
Shibboleth attribute mapping.

4  The calling application sends a user attribute retrieval request to the PDS.
The PDS retrieves the user attributes from the PDS local disk or Oracle
database and sends an XML response to the calling application.
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The Shibboleth Logout Workflow

This section describes the processes Shibboleth performs when a user logs out.

1 The user attempts to log out of the calling application.

2 The calling application redirects the logout request to the PDS.

3 The PDS checks whether the user is logged in to Shibboleth. If not, the PDS
expires the user’s session and redirects the user back to the calling
application. If the user is logged in to Shibboleth:

If the Shibboleth logout attribute was mapped to the PDS logout
attribute (either via the configuration wizard or in the shib.conf file)
and the PDS received a logout URL (for example, SHIB_LOGOUT =
http:idp xxx) from Shibboleth at login, the PDS redirects the user to
this URL for logging out.

If the above conditions are not met, the PDS looks for the Shibboleth
logout or remote logout parameter in the institution’s configuration and
redirects the user to this URL for logging out.

NOTE:

At this point, logout is performed only from the Shibboleth service
provider session and not from the PDS session.

4  The identity provider expires its session and sends a logout request back to
the PDS.

5 The PDS logs the user out of the PDS session and redirects the user back to
the calling application or the redirect logout configured for the institution.

The Shibboleth SSO Workflow

When the remote SSO option is defined for an institution and a user logs in to
Shibboleth from an external application and then accesses an Ex Libris
application, the PDS checks Single Sign-On against the Shibboleth identity
provider.

The SSO workflow is as follows:
1 The calling application sends an SSO request to the PDS.
2 The PDS checks whether the user is logged in to Shibboleth.

If so, the PDS creates a new session and redirects the user to the calling
application.

If not, the PDS redirects the user to the Shibboleth identity provider with
an SSO request. Shibboleth then authenticates the user and sends the
user’s attributes to the PDS. The PDS creates a new session and writes
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the user attributes to the local disk or Oracle database for use during the
user attribute retrieval process. Note that the attributes are mapped
according to the configured Shibboleth attribute mapping.

3 The calling application sends a user attribute retrieval request to the PDS.
The PDS retrieves the user attributes from the PDS local disk or Oracle
database and sends an XML response to the calling application.

Configuring Shibboleth as a WAYF

To configure Shibboleth as a WAYF, you must edit the shibboleth.xml file.

To configure Shibboleth as a WAYF:

1 After the <Path name="shib" applicationId="default"
requireSession="true"> line in the shibboleth.xml file, add a separate
mapping line for each institute to be used. Use one of the following
syntaxes:

B <Path name="Institute" applicationId="Institute"
requireSession="true" exportAsserion="true"/>

B <Path name="INSTITUTE" requireSession="true"
requireSessionWith="INSTITUTE" exportAssertion="true"/></
Path>

2 Add a separate Application section for each institute. Each Application
section must have a unique handlerURLshireURL and an identity provider-
specific wayfURL.

<Application id="INSTITUTE">
<Sessions lifetime="7200" timeout="3600"
checkAddress="true"
handlerURLshireURL="/shib/INSTITUTE/Shibboleth.sso"
handlerSSLshire" shireSSL="false"
wayfURL=https://IDP-SERVER/shibboleth-idp/SSO/HS/>
</Application>

NOTE:
For security reasons, you should run the PDS on HTTPS and set
handlerSSL to true.
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Security Configuration

This part contains the following section:

B Section 10: Configuring Security for the PDS on page 141
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Configuring Security for the PDS

This section includes:
B Configuring the PDS to Use SSL on page 141
B Securing the Configuration Wizard on page 142

B Optional Security Enhancement for REMOTE_LOGIN and
REMOTE_SSO on page 142

B X-Server Security Patch on page 144

Configuring the PDS to Use SSL

To configure the PDS to use SSL, you must replace all the HTTP lines in your
program or PDS definitions with HTTPS.

For example:

1 Replace our ($server pds)= "http://<IP or Domain Name>:<PORT>/
pds"; with our ($server pds)= "https://<IP or Domain
Name>:<PORT>/pds";

2 Verify that our ($server httpsd)= "https://<IP or Domain
Name>:<PORT>/pds"; exists and is active.

3 Change the server httpdfrom our ($server httpd) = "http://<IP
or Domain Name>:<PORT>"; to our ($server httpd)= "https://<IP

or Domain Name>:<PORT>";

NOTE:
For information on configuring the calling application to use SSL, see
Calling Application Configuration on page 31. For additional
information on configuring SSL for Primo, refer to the Primo System
Administration Guide.
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Securing the Configuration Wizard

If you are working with the configuration wizard, it is recommended that you
secure the wizard.

To secure the configuration wizard:
1 Add the following lines to the /pdsadmin section of the configuration file:

<Location /pdsadmin>
AddType application/x-httpd-cgi .cgi
Options +ExecCGI
AllowOverride None
Order Deny,Allow
Allow from all
AuthType Basic
AuthName "PDSADMIN"
AuthUserFile passwd/.htaccess
require valid-user
</Location>

2 Define the user name and password that should be used to access the
wizard by entering the following commands from the command prompts:

apcb
./htpasswd -bm apache/passwd/.htaccess <user name> <password>

The following message is returned:

Adding password for user <user name>

Optional Security Enhancement for
REMOTE_LOGIN and REMOTE_SSO

NOTE:
This section describes the procedure for the security enhancement of a
manual remote login and remote SSO configuration. For information on
configuring the security enhancement via the PDS configuration wizard,
see Configuring Remote Login Using the PDS Configuration Wizard on
page 58 and Configuring Remote SSO Using the PDS Configuration
Wizard on page 50.
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If the params = check, a token is added as a security enhancement to protect
against the following risks:

B Playback - The user saves the return URL from the login page and uses it to
bypass login at a later date.

B False identity — The user alters the ID parameter in the return URL to
impersonate another user.

The token is 40 characters in length and contains the following:
B 8 characters — hex version of the time at which the token was generated.

B 32 characters — MD5 hash of the time, the user ID, and a salt value.

The token is created and sent from the user-defined authentication CGI:

&PDS HANDLE=43f1b446d434e1b963c02196b9610bb910a491bl

To activate the check in the remote login gen 1.pl, add the value check and
the value of the time difference to allow (in seconds) to the parameters.

For example:

[REMOTE LOGIN]

program = remote login gen 1.pl
params = check,1800
[END]

The same changes should be made in the tab_service for REMOTE_SSO:

[REMOTE SSO]

program = remote sso gen 1.pl
params = check, 600

[END]

The code added to remote login gen 1.pl does the following:

B Turns the hex time back into a decimal and compares it with the current
time. If the difference between the two is greater than the second value in
the parameters, it determines that the URL is being “played back.”

B Constructs an MD5 of the time (from the token), the user ID, and the salt
and compares it with the MD5 passed in the token. If any single character of
the token has been altered (for example, the user attempted to alter the
timestamp portion), or if the user manually changed the PDS borrower ID
value (that is, the current security hole), the login is not allowed.

The following is the code that encodes the token:

my $salt = 'sadjkhaksjdhjkhkasfhkfjhjkhsdfkhasdfkhsdf';
my S$time = time( );

my $hex time = sprintf ("$08x", Stime) ;

my S$check = S$hex time.md5 hex( $time, $id, $salt );
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And in the HTML.:

"PDS_HANDLE=Schecké&"+

The following is an example of REMOTE_LOGIN input with security
enhancement:

http://il-metalsfx0l.corp.exlibrisgroup.com:13006/
pds?func=remote-loginé&

pds handle=4a66£205188c983b836fab2ac28849fbccad9224e&
calling system=metalibé&

institute=REMOTE&

1d=DEMO&
url=http://il-metalsfx0l.corp.exlibrisgroup.com:8331/V

X-Server Security Patch

A security flaw exists that can expose attributes of authenticated users. The flaw
causes attributes of an authenticated user to be available in XML using the
following URL syntax:

http://10.1.235.47:13002/pds?func=get-
attribute&attribute=BOR_INFO&pds_exl id=dtl01

Manual changes are required in order block access to this restricted content.

To perform these manual changes:

1

Map the allowed IP addresses. Add the calling application server IP address
to the sapache home/conf/hosts-allow file, as in the following example

10.1.235.47 FOUND

Using mod_rewrite, add a restriction in the Apache file so that only the
calling application machine can access this link. In the $apache home/
conf/httpd.conf section, after the declaration RewriteEngine On, add the
following rewrite rules. These are based on the hosts-allow file
configurations.

RewriteMap hosts-allow txt:/exlibris/pds/pl 2/apache/conf/
hosts-allow

RewriteCond ${QUERY STRING} ~func=get-
attributeandattribute=BOR INFO [NC]

RewriteCond ${hosts—allow:%{REMOTE_ADDR}INOT—FOUND} NOT-FOUND
RewriteRule ~.*$ /PDSAccessNotAllowed.html
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These rules determine that when the Squery string contains a func=get-
attribute and the $remote addr is not found in the hosts-allow lookup
table, the browser is redirected to a NotAllowed.html.

3 Create the file $apache home/htdocs/PDSAccessNotAllowed.html. The
contents of this file should include the following code:

<html>

<head><title>PDS Error</title></head>

<body bgcolor="#ffffff" LEFTMARGIN="0" TOPMARGIN="Q0O"
MARGINWIDTH="0" MARGINHEIGHT="0">

<TABLE CELLPADDING="0" CELLSPACING="0" BORDER="0" width="100%">
<TR bgcolor="#CODDEA" >

<TD height="27" style="COLOR: #43596B; FONT-SIZE: 70%;FONT-
WEIGHT: BOLD; FONT-FAMILY: TAHOMA,ARIAL,VERDANA; PADDING-LEFT:
12PX; PADDING-RIGHT: 12PX;">Access Denied Error:</TD>

</TR>

</TABLE>

<div style="height:150px;"></div>

<table bgcolor="#C4EOED" CELLPADDING="1" CELLSPACING="1"
align="center">

<tr>

<td bgcolor="#EEF4F7">

<table CELLPADDING="4" CELLSPACING="4">

<tr>

<td style="color: #FF0022; font-weight: bold; FONT-FAMILY:
VERDANA, TAHOMA, ARIAL;

FONT-SIZE: 70%;">Cannot process request: The service you are
attempting to access is denied</td>

</tr>

</table>

</td>

</tr>

</table></body></html>
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Part VI

Debugging

This part contains the following section:

B Section 11: Debugging the PDS on page 149
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Debugging the PDS

This section includes:

B PDS Direct Access on page 149

B Error Messages from the PDS on page 152
B  PDS Debug Mode on page 153

PDS Direct Access

The http://<host>:<port>/pds interface to the PDS does not entail a calling
application. Through this interface, you can check the authentication and user
attribute retrieval functionality without interactions from the calling

application. This is mainly a debugging tool. The following sections explain the
/pds interface.
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The Remote and Local List Page

When the institute parameter is not sent to the PDS and remote login is
configured for one of the institutions, the PDS displays a page that contains a list
of both remote and local institutions, instead of the login page. For example:

PDS - Patron Di

Please Choose a Logon Institu

# ALEPH Institute

# pigitool Institute
& Ichain Check

# Ldap Institute

Figure 38: PDS Remote and Local List Page

Main Menu - Logged Out Page

The main menu - logged out page resides in the . /pds/html form/global
directory. It is displayed when the user accesses the PDS directly via an http://
<host>:<port>/pds URL.

PDS - Patron Di

# Metalib 3 on Mldevd3 {
# DigiTool 3 on Ram7 (d3
# Aleph 17 on Rami11 (17
& Logon to 550 system

Figure 39: PDS Main Menu - Logged Out Page

The main-menu-logged-out file needs to be edited to reflect the choices
presented to users logging in to the PDS. This includes a list of the applications
sharing the PDS, the href links to the appropriate applications, and the display
names. The following is an example of two applications defined in the main-
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menu-logged-out file. Note that the lines in bold below must be edited to
configure appropriate local settings and values:

PDS - Patron Directory Services $0100
</TD>
</TR>
<TR STYLE="PADDING:2PX 0OPX 6PX 0PX">
<TD CLASS="LableBoldDark">
<img src="andicon path/f-separator.gif" border="0"

alt="">
<a class= LableBold
href="http://hostname:port/V"
title = "Metalib - 3">
Metalib 3 on Mldev03 (m3_9) </a>
</TD>
</TR>
<TR STYLE="PADDING:2PX 0OPX 6PX 0PX">
<TD CLASS="LableBoldDark">
<img src="andicon path/f-separator.gif" border="0"
alt="">

<a class= LableBold
href="http://hostname:port/R"
title = "DigiTool 3.0">
DigiTool 3 on Ram7 (d3_1)</a>
</TD>

If a site uses a single Ex Libris application, you can modify the login page so that
it links back to the Ex Libris application instead of displaying the above menu.
The following is an example of a file defined to link back to Aleph:

<!-- main-menu-logged-out -->
<html>
<head>
<title> Main Menu - Logoff </title>
<include>meta-tags
<link rel="stylesheet" href="andserver httpd/pds.css"
TYPE="text/css">
</head>
<body onload="top.location = 'http://www.ml-univ.com:8332/F'">

</body>
</html>

Automatic Logoff
You can also configure an automatic logoff option.

To activate the auto logoff option:
Add the following line:

<body onload="top.location = 'http://www.ml-univ.com:8332/V'">
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in the . /pds/html_form/calling system-product/main-menu-logged-out

file.

Main Menu - Logged On Page

The main menu - logged on page resides in the . /pds/html_form/global
directory. It is displayed when the user accesses the PDS directly via an http://
<host>:<port>/pds URL, after a valid authentication.

Figure 40: PDS Main Menu - Logged On Page

Error Messages from the PDS

The . /pds/conf table/ directory contains the heading error.eng file, which
defines the error messages used by the PDS. You can customize the PDS error
messages by editing this file.

The following error messages are currently used:

B 0001

0002
m 0003
B 0004
B 0005

L

L
L
L
L

Missing
Missing
Service
Invalid

Invalid

Password

ID

not defined in tab service

UserID and/or Password. Please re-enter.

institution

The file has three columns:

B The first column defines the error number used by the PDS programs and
must not be modified.

B The second column is a language indicator.
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B The third column defines the text to be displayed to the end user. This text
may be customized.

PDS Debug Mode

In the pds/program/PDSDefinitions file there is a debug flag. The default
debug mode is off:

our ($debug) = "N";

To change the debug mode to on, replace the N with v.

The $LOGDIR/pds_server.log tracks which PDS programs were run with
which parameters and can sometimes serve as a debugging aid.

NOTE:
The PDS logs can be restarted using the start w command. PDS logs that
are older than 30 days are automatically removed.

The PDS version runs in mod_per1, which means that all the PDS programs are
loaded once. To change the debug mode, therefore, you must run the following
from the pdsroot program directory, in addition to changing the
PDSDefinitions file:

touch ./PDSUtil.pm
touch ./PDStouchfile

Alternatively, you can run the following from this directory:

./pds_debug off
./pds_debug_on

These additional changes cause the Apache server to reload the changed
PDSDefinitions file.

NOTE:
There are pds debug on/pds_debug off routines in the program

directory under pdsroot, which you can use to turn debugging on and
off.
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Part VII

Appendixes

This part contains the following sections:

B Appendix A: Utilities for Manual Configuration on page 157

B Appendix B: tab_service.<institute> Configurations on page 163

B  Appendix C: Ex Libris Calling Application Target Attributes on page 171
B  Appendix D: The bor_info.tags Attribute Mapping Table on page 175



Patron Directory Services Guide

156 November 2010



A

Utilities for Manual Configuration

This section includes:

B PDS Setup Validity Testing Utility on page 157

B Encrypt Password Utility on page 159

PDS Setup Validity Testing Utility

The PDS has a validity testing utility, designed to check the manual setup
configuration of the PDS system in order to ensure that definitions are valid and
that destinations are accessible.

The validity of the configuration files per institution can be checked by entering
the user name, password, and a template file for the institution, or by checking

all institutions, based on predefined user names and templates that are stored in
a table.

To activate the validity testing:

®  For MetaLib, Aleph, or DigiTool, enter the following;:

cd <calling application proc directory> (For Metalib/Aleph this is
aleph proc or ap. For DigiTool, this is dp.)

pds_check
B For Primo and Rosetta, enter the following:
cd <pdsroot/program>

pds check.pl
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The following menu appears:

PDS Check Utility - Main Menu

. Exit

. Edit pds_ tab users

. Check file PDSDefinitions

. Check tab service tables for institutes
. View log files

S W N PO

Select [0]:

Explanation of the PDS Check Utility Options

Option 1: Edit pds_tab_users
This option allows you to change information in the pds_tab users file.
The following submenu options exist:

B Change default template — applies the general template to all institutes that
have no private template

®m  Edit institute information — prompts the user per institute for a user ID,
verification, and template. The passwords are encrypted.

Option 2: Check file PDSDefinitions
This option checks the following:
B whether directories defined in . /pds/program/PDSDefinitions exist

B  whether the defined IP addresses can be accessed

Option 3: Check tab_service tables for institutes
If you select this option, you are prompted as follows:
1 Select institute or ALL
B [f you select a single institute, you are prompted to enter the following:

B user ID
B verification
B template extension
|

confirmation
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B [f you select all institutes (the ALL option), you are prompted to enter
the following:

B default template extension
B confirmation

2 Verify that all services that appear in the template exist in the

tab service.<institute> file

3 Verify that all parameter line services that appear in the template exist in the
tab service.<institute> file

4  Verify the following:

the presence of the program file in the service proc directory
that the parameters are valid

that the function parameter matches the service

that the port is accessible

that the code and language are supplied

that authentication is obtained with the supplied parameters

Option 4: View log files

Enables you to view a summary of the errors in the log files.

Encrypt Password Utility

The . /pds/program/pds_encrypt.pl utility encrypts the LDAP

init bind password and the service password to the X-Server session, as well
as passwords in existing PDS configurations. This is an optional step, as the x-
server.pl and ldap.pl programs and PDS configurations work in both
encrypted and decrypted mode.

The pds_encrypt.pl program takes one parameter, <institute>, which is the
suffix of the tab service.<institute> file.

For example, to update the tab service.digitool table, use the following
commands:

pdsroot
cd program
perl pds encrypt.pl digitool
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The file originally appeared as follows:

[AUTHENTICATE]

program = digitool.pl

params = ram7:8881,0p=BOR AUTH,DATO1,PDS, PDS,N
[END]

[BOR INFO]

program = digitool.pl

params = ram7:8881, op=BOR INFO,DATO1,PDS, PDS,N
[END]

After pds_encrypt.pl is run, the file appears as follows:

[AUTHENTICATE]

program = digitool.pl

params =

ram7:8881, op=BOR AUTH, DATO1, PDS, !encrypt@G1dX3gXt0cS7nZMuMgOpgz
AIBF8BFsPcjMghu4TGbm0=, N

[END]

[BOR_INFO]

program = digitool.pl

params =

ram7:8881, op=BOR_ INFO,DATO1, PDS, !encrypt@GIRT2KXt0cS7nZMuMgOpgz

AIBF8BFsPciMghu4rFzws=, N
[END]

LDAP

If you are working with LDAP, use the following command:

perl pds encrypt.pl <LDAP FILE>

For example, if the file originally appeared as follows:

[GENERAL]

host name = il-dc01
port = 389

ldap version = 3

secure ldap = N

init bind dn = CN=test ldap,OU=Unknown
Mailboxes,OU=Users,OU=Israel, DC=Corp, DC=Ex1librisgroup, DC=com
init bind password = testldappass

start tls =Y

search base =

OU=Users, OU=Israel, DC=Corp, DC=ExlibrisGroup, DC=Com

search filter = sAMAccountName=USERNAME

[END]
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After perl pds encrypt.pl <LDAP FILE> isrun, the file appears as follows:

[GENERAL]

host name = il-dcO1

port = 389

ldap version = 3

secure ldap = N

init bind dn = CN=test ldap,OU=Unknown
Mailboxes,OU=Users,OU=Israel, DC=Corp, DC=Exlibrisgroup, DC=com
init bind password =
lencrypt@F1JR3aXJ80TG3pI3Lvv561BUT1cIDI7elO0adwtaFeS77109QSRMYUg==
start tls =Y

search base = 0OU=Users, OU=Israel,DC=Corp, DC=ExlibrisGroup, DC=Com
search filter = sAMAccountName=USERNAME

[END]

Oracle

To encrypt the Oracle password in the PDSDefinitions file, use the following
command:

perl pds encrypt.pl PDSDefinitions
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tab_service.<institute> Configurations

This section includes:

Aleph Standard Configuration on page 164
MetaLib Standard Configuration on page 165
DigiTool Standard Configuration on page 165
Rosetta Standard Configuration on page 166
Voyager Standard Configuration on page 167
LDAP Configuration on page 167

Aleph X-Server Configuration on page 168

Remote CGI Configuration on page 169

NOTE:
The tab_service-example.txt file in the . /pds/conf table directory
contains an example table of all the sections in the
tab service.<institute> file.
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Aleph Standard Configuration

The following example shows the tab service.science entries for a new
institution named science. This institution has decided to use the Aleph
authentication service and the Aleph user database to obtain user attributes.

[AUTHENTICATE]

program = aleph.pl

params = <server name>,<port>, BOR AUTH,USM50,N,ALEPH, ALEPH
[END]

[BOR INFO]

program = aleph.pl

params = <server name>,<port>, BOR INFO,USM50,N,ALEPH,ALEPH
[END]

[BOR VERIFICATION]
program = get pds verification.pl
[END]

[INSTITUTE DISPLAY]

code = SCIENCE

lang = ENG

desc = Science Institute
[END]

164 November 2010



Appendix B: Table of Contents

Metalib Standard Configuration

The following example shows the tab service.science entries for a new
institution named science. This institution has decided to use the Metalib
authentication service and the MetaLib user database to obtain user attributes.

[AUTHENTICATE]

program = metalib x server.pl

params = <server name>,<port>, BOR-AUTH, N, pds, pds
[END]

[BOR INFO]

program = metalib x server.pl

params = <server name>,<port>,BOR-INFO,n,pds,pds
[END]

[BOR VERIFICATION]
program = get pds verification.pl
[END]

[INSTITUTE DISPLAY]

code = SCIENCE

lang = ENG

desc = Science Institute
[END]

DigiTool Standard Configuration

The following example shows the tab service.science entries for a new
institution named science. This institution has decided to use the LDAP
followed by DigiTool for both authentication and user attributes. If the user
name/password is authenticated by the LDAP, the authentication succeeds. If
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the LDAP authentication is unsuccessful, the PDS attempts to authenticate
against the local DigiTool database.

[AUTHENTICATE]

program = ldap.pl

params = ldap science.conf

program = digitool.pl

params = <server name>:<port>, op=BOR AUTH,DATO1l,PDS,PDS,N
[END]

[BOR INFO]

program = ldap.pl

params = ldap science.conf

program = digitool.pl
params =<server name>:<port>,op=BOR INFO,DATO1l,PDS, PDS,N
[END]

[INSTITUTE DISPLAY]

code = SCIENCE

lang = ENG

desc = Science Institute
[END]

Rosetta Standard Configuration

The following example shows the tab service.science entries for a new
institution named science. This institution has decided to use the Rosetta
authentication service and the Rosetta user database to obtain user attributes.

[AUTHENTICATE]

program = dps.pl

params = il-dtldev0O7a.corp.exlibrisgroup.com,1801,BOR-AUTH,N
[END]

[BOR INFO]

program = dps.pl

params = il-dtldev0O7a.corp.exlibrisgroup.com,1801,BOR-INFO,N
[END]

[INSTITUTE DISPLAY]

code = SCIENCE
lang = ENG
desc = Science Institute

[END]
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Voyager Standard Configuration

The following example shows the tab service.science entries for a new
institution named science. This institution has decided to use the Voyager
authentication service and the Voyager user database to obtain user attributes.

[AUTHENTICATE]

program = voyager.pl

params = <server name>:<port>,auth,N
[END]

[BOR INFO]

program = voyager.pl

params =<server name>:<port>,info,N
[END]

[INSTITUTE DISPLAY]

code = SCIENCE

lang = ENG

desc = Science Institute
[END]

LDAP Configuration

The following example shows the tab service.law entries for a new
institution named law. This institution has decided to use an LDAP server as its
authentication method, as well as the LDAP user database to obtain user

attributes.
[AUTHENTICATE]
program = ldap.pl
params = ldap law.conf
[END]
[BOR INFO]
program = ldap.pl
params = ldap law.conf
END

[INSTITUTE DISPLAY]
code = LAW

lang = ENG
desc = Law University
[END]

NOTE:

The PDS LDAP configuration file, 1dap law.conf inthe . /pds/
conf table directory, must be configured for this institution.
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Aleph X-Server Configuration

The following example shows an institution named cityuniv using an X-Server
configuration (for Aleph 17) to authenticate users and retrieve user attributes.

[AUTHENTICATE]

program = aleph.pl

params = raml9,8081,BOR AUTHENTICATE,USM50, N, WAW-X, WWHW-X
[END]

[BOR INFO]

program = aleph.pl

params = raml9,8081,BOR AUTHENTICATE,USM50, N, WWW-X, WAW-X
[END]

[INSTITUTE DISPLAY]
code = CITYUNIV

LANG = ENG
Desc = City University
[END]

The following is an explanation of the Aleph X-Server service’s third line,
column three data string, ram19, 8081, BOR_AUTHENTICATE, USM50, N, WWiW—-
X, WAW-X:

Table 11. Explanation of Data String Parameters

Data String Parameter Description

ram19 Server name

8081 Port

BOR_AUTHENTICATE X-Server function/service

USM50 Active library

N Use non-secure HTTPD (Y=Use secure HTTPS)
WWW-X X-Server user name

WWW-X X-Server password
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Remote CGI Configuration

The following example shows a new institution named arts. This institution
uses a remote CGI hook program for authentication and retrieval of user

attributes.
[AUTHENTICATE]
program = remote cgi hook.pl
params = GET,www.university.edu:8992,cgi-bin/remote cgi
[END]
[BOR INFO]
program = remote cgi hook.pl
params = GET,www.university.edu:8992,cgi-bin/remote cgi
[END]

[INSTITUTE DISPLAY]

code
lang
desc
[END]

ARTS
ENG
Arts University

To customize the tab service.<institute> file:

1 Copy the existing file and save it under a new file name.

2 Replace ARTS with your local institute.

3 Replace GET, www.university.edu:8992, cgi-bin/remote cgi with the
appropriate <Method>, <Base-URL>, <remote-cgi path>.
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Ex Libris Calling Application Target
Attributes

This section includes:

B Overview on page 171

B  MetaLib Target Attributes on page 171

B Primo Target Attributes on page 172

B DigiTool Target Attributes on page 172

B Rosetta Target Attributes on page 173
Overview

This appendix provides a list of target attributes that are used by the Ex Libris
calling application. Since Aleph always takes user attributes from Aleph and not
via the PDS, Aleph user attributes are not included. A site that writes a CGI
hook requires this information to send the user attributes that use these tags.

Metalib Target Attributes

portal_name
academic_status
address_0
address_1
address_2
address_3
address_4
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address_5
bor_id
con_Ing
email_address
expiry_date
group

id

institute

name
resource_status
sfx_base_url
telephone_1
telephone_2
title

zip

Primo Target Attributes

B email_address
B group

m id

B institute

[

name

DigiTool Target Attributes

B address_0
B address_1
B address 2
B address_3
B address_4
B address_b5
B bor_dept m
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Rosetta Target Attributes

bor_group_m
bor_tuples_m

con_Ing

course_enrollment_m

email_address
expiry_date
group

name
profile_id
telephone_1
telephone_2
title

zip

name
institute
group
address_1
address_2
address_3
address_4
address_5
telephone_1
telephone_2
zip

jobTitle
expiryDate
emailAddress

defaultLangauge
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The bor_info.tags Attribute Mapping
Table

This section includes:

Overview on page 175

Aleph Attributes on page 176
Voyager Attributes on page 177
Rosetta Attributes on page 177
DigiTool Attributes on page 178
MetaLib Attributes on page 178

Overview

The pds/program/conf/bor_info.tags table is divided into sections. Each
section lists the possible user attributes originating from a defined application,
such as Aleph, MetaLib, DigiTool, Rosetta, or Voyager.

Even input that does not come from one of these sources is translated through
this standard table.

The table consists of two columns divided by an equals (=) sign. The left column
defines the values that the PDS receives from the source of the user attributes
(Aleph, LDAP, CGI hook, and so forth) and the right column defines the
normalized attribute names that the PDS sends to the calling application (Aleph,
MetaLib, DigiTool, Rosetta, or Voyager).

This file handles all user attributes passed through the PDS and should not be
changed.
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Aleph Atiributes

z303-alpha
z303-birth-date
z303-budget
z303-con-Ing
z303-deling-1

z303-deling-1-cat-name

z303-deling-1-update-date

z303-deling-2

z303-deling-2-cat-name

z303-deling-2-update-date

z303-deling-3

2303-deling-3-cat-name

z303-deling-3-update-date

z303-deling-n-1
z303-deling-n-2
z303-deling-n-3
z303-field-1
z303-field-2
z303-field-3
z303-home-library
z303-id
z303-ill-library
z303-name
z303-name-key
z303-open-date
z303-profile-id
z303-proxy-for-id
2303-title
z303-update-date
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=alpha

= birth-date

=budget

= con-Ing

= deling-1

= deling-1-cat-name

= deling-1-update-date
= deling-2

= deling-2-cat-name

= deling-2-update-date
= deling-3

= deling-3-cat-name

= deling-3-update-date
= deling-n-1

= deling-n-2

= deling-n-3

= field-1

= field-2

= field-3
=home-library

=id

= ill-library

=name

= name-key

= open-date

= profile-id

= proxy-for-id

= title

= update-date
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z304-address-0 = address-0
z304-address-1 = address-1
z304-address-2 = address-2
z304-address-3 = address-3
z304-email-address = email-address
z304-telephone = telephone
z304-zip =zip
z305-bor-status = bor-status
z305-expiry-date = expiry-date

Voyager Attributes

ubid =ubid
password = password
passwordType = passwordType
lastname = lastname

Rosetta Attributes

userldAppld =userld Appld
userGroup = group
userName =name
user_title = title
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DigiTool Attributes

z312-birth-date
z312-bor-id
z312-id
z312-open-date
z312-source-id
z312-title
z312-update-date
z312_birth_date
z312_bor_id
z312_id
z312_open_date
z312_source_id
z312_title
z312_update_date

z312m_bor_dept_m

z312m_bor_group_m
z312m_bor_tuples_m

z312m_course_enrollment_m

Metalib Attributes

Field type > 20 characters

bor_id
source_id

id
z312-source-id

z312_source_id
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= birth_date
=bor_id

=id

= open_date
=id

= title
=update_date
= birth_date
=bor_id

=id

= open_date
=id

= title
=update_date
=bor_dept_m
=bor_group_m

=bor_tuples_m

= course_enrollment_m

The Internal User Name (Secondary Key of the Institute)
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User Institution

institute = institute
z312-institute = institute
z312_institute = institute

User Name to Be Displayed in the /V and /M Interface
Field type > 200 characters

user_name =name
name =name
z312-name =name
z312_name =name

User Title (Name Prefix)

Field type > 10 characters

user_title = title

Groups Defined in the Metalib Application
Field type > 30 characters

user_group = group
group = group
z312-group = group

Portal Name

z312_portal_name = portal_name

portal_name = portal_name

Language to Be Used in the /V Application

The language to be used in the /V application is taken from the . /dat01/
www_m_eng/user-language-include file. If no language is set in this file, the
default language is English (eng).
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Field type > 3 characters
con_Ing = con-Ing
z312-con-Ing = con-Ing

Resource Status Flag
Field type > 1 character
Valid values:

B A=active

B T =active + testing (IRDS authentication)

resource-status =resource-status

z312-resource-status = resource-status

User’'s Academic Status

The user’s academic status is taken from the . /dat01/www m eng/academic-
status-include file.

Field type > 30 characters
Valid values:
B  Undergraduate

B Graduate

user_academic_status = academic-status
academic_status = academic-status
z312-academic-status = academic-status

Expiration Date
Field type > 8 characters in YYYYMMDD format

expiry_date = expiry-date

z312-expiry-date = expiry-date
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User Address Details

Field type > 50 characters for each address

user_address_1 =address 0
z312_address_0 =address_0
z312-address-0 = address_0

When address-0 is the incoming attribute, the followed addresses are shifted

accordingly:
user_address_2 =address_1
z312_address_1 =address_1
z312-address-1 = address_1
user_address_3 = address_2
z312_address_2 =address_2
z312-address-2 =address_2
user_address_4 =address_3
z312_address_3 =address_3
z312-address-3 =address_3
z312_address_4 = address 4
z312-address-4 =address_4
2z312_address_5 =address_5
z312-address-5 =address_5

User Address Zip Code
Field type > 9 characters

user_zip =zip
zip =zip
z312-zip =zip
z312_zip =zip
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User’s E-Mail Address
Field type > 60 characters

user_email_address
email_address

z312_email_address

Field type -> 30 characters

user_telephone_1
z312_telephone_1
user_telephone_2
z312-telephone-2
z312_telephone_2
course_enrollment_m
course-enrollment-m
bor_dept_m
bor-dept-m
bor_group_m
bor-group-m
bor_tuples_m

bor-tuples-m
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=email_address
=email_address

= email_address

User’s Two Telephone Numbers

= telephone-1

= telephone-1

= telephone-2

= telephone-2

= telephone-2

= course_enrollment_m
= course_enrollment_m
=bor_dept_m
=bor_dept_m
=bor_group_m
=bor_group_m
=bor_tuples_m

=bor_tuples_m
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