Secure the JBOSS (JMX) web console invoker in Digitool

The JBOSS deploy path can be located on the Digitool server

At the console type:

>j b_depl oy

This will change to the deploy directory. Eg.:
/exlibris/dtl/j3_1/digitool/home/systemthirdparty/openserver/server/default/deploy
You will need to adjust this path if it differs from these instructions.

Step 1 - Remove http-invoker.sar
Remove http-invoker.sar/ from the deploy path:

Step 2 - Download this file from the Digitool server to your PC:
/exlibris/dtl/j3_1/digitool/honme/systemthirdparty/openserver/server/default/depl oy/ managenent/web-
consol e. war

Extract the following two files from web-console.war (using Total Commander for example or other archive extractor)
and edit as follows:

WEB-INF/web.xml
Uncomment the security-constraint block and add a <login-config> block after the end of the <security-constraint> block

(if not already present).
<security-constraint>
<web-resour ce-col | ecti on>
<web- r esour ce- namre>H m Adapt or </ web- r esour ce- nane>
<descri pti on>An exanpl e security config that only allows users with the
rol e JBossAdmin to access the HTML JMX consol e web application
</ description>
<url-pattern>/*</url-pattern>
<ht t p- net hod>GET</ ht t p- net hod>
<ht t p- net hod>POST</ ht t p- met hod>
</ web-resource-col |l ecti on>
<aut h- constrai nt >
<r ol e- name>JBossAdni n</r ol e- nane>
</ aut h-constrai nt >
</security-constraint>

<l ogi n-confi g>
<aut h- net hod>BASI C</ aut h- net hod>
<real m nane>JBoss WEB Consol e</real m nane>
</l ogi n-config>
(Find example of this file in secure_web-invoker.zip)

WEB-INF/jboss-web.xml
Uncomment the security-domain block. Make sure the JNDI name maps to the realm name (e.g. JMXConsole)

<security-donai n>j ava: / j aas/ web- consol e</ securi ty-donai n>
(Find example of this file in secure_web-invoker.zip)

Replace the files in web-console.war on the Digitool server with the edited versions.



Step 3 - Copy directory:
In secure_web-invoker.zip you will find a directory “props”.

Copy it to this path on the Digitool server:
/exlibris/dtl/j3_1/digitool/home/systemthirdparty/openserver/server/default/conf/props

Step 4 - Edit this file:
/exlibris/dtl/j3_1/digitool/home/systemthirdparty/openserver/server/default/conf/login-config.xm
Change the path in these sections to the versions in the new “props” directory by adding “props/” to the front of the

path:
<application-policy name = "jnx-consol e">
<aut henti cati on>
<l ogi n- nodul e
code="org.jboss. security.auth. spi.UsersRol esLogi nMbdul e" flag =
"required">
<nmpdul e-opti on name="usersProperties">
props/j nx-consol e-users. properti es</ nodul e- opti on>
<rmodul e-opti on nane="rol esProperties">
props/ web- consol e-rol es. properti es</ nodul e- opti on>
</ | ogi n- nodul e>
</ aut henti cati on>
</ appl i cation-policy>

<appl i cation-policy name = "web-consol e">
<aut henti cati on>
<l ogi n- nodul e
code="org.jboss. security. auth. spi.UsersRol esLogi nMbdul e" flag =
"required">
<nmodul e-opti on nane="usersProperties">
props/ web- consol e-users. properti es</ nodul e- opti on>
<nmodul e-opti on name="rol esProperties">
props/ web- consol e-rol es. properties</ nodul e-opti on>
</l ogi n- nodul e>
</ aut henti cati on>
</ appl i cation-policy>
(Find example of this file in secure_web-invoker.zip)

Step 5 — Stop and start JBOSS
$j dt | h_bi n/j boss_shut down. sh
$j dt 1 h_bin/jboss_startup.sh



