
Material Flows - Access Rights and Retention Periods

1. Managing Rosetta Material Flows

1.1 Welcome
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Notes:

Hello and welcome to this Managing Rosetta Material Flows session on Access Rights and Retention Periods.

1.2 Agenda
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Notes:

Today we’ll discuss two additional components of the Rosetta Material Flow: access rights and retention periods

We’ll begin by defining access rights and retention periods along with their related components.

And then we’ll show how to create access rights and retention periods; and how to duplicate, update, or delete access rights and retention periods.

1.3 Material Flow Overview
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Notes:

Let’s start by reviewing the Material Flow components.
1.4 Material Flow Components
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Notes:

In the Material Flows Introduction we learned that the Rosetta Material flow defines what types of content Producer Agents can deposit, and the means by which they perform deposits.

During deposit, the agent fills in a sequence of forms regarding the material.

These forms are configured in the five components of the Material flow.

Today we’ll focus on two of these components: Access Rights and Retention Periods.
1.5 What are Access Rights?
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Notes:

So, what are Access Rights?
1.6 Access Rights Policies in the Material Flow
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Notes:

An access rights policy is metadata that defines who can access an intellectual entity and when it can be viewed. Staff configure access rights as part of the material flow.

A single access rights policy can be assigned to multiple intellectual entities, therefore access rights a type of Shared Metadata in Rosetta. 

Nevertheless, a shared access rights policy may be changed for a specific IE.

An access rights policy comprises of one or more expressions which define the conditions under which a user may access the IE. 

Typical conditions are:
an IP address range from which the IE can be viewed
a period of time during which the IE can be accessed
Or an embargo, a period of time during which the IE cannot be viewed


Access Rights policies can be configured by a Rosetta Administrator, a Deposit Manager, or a Negotiator. 
1.7 How Access Rights Work (1)
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Notes:

Access rights for IEs and representations are processed as follows:

A user requests an IE or a representation.

The system checks the access rights policy for the IE.

If the access rights requirements are not met, the system blocks the access to the IE and sends a message to the user.
1.8 How Access Rights Work (2)
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Notes:

And of course we have the successful scenario.

A user requests an IE or a representation.

The system checks the access rights policy for the IE.

If the access rights requirements for the IE are met, the system grants access to the IE.

All representations that pass the Access Rights policy will display. 

However, if all representations are blocked, the system behaves as if the IE's access rights were not met.

If the user requests a specific representation, it will only display if they have access rights to it. 
1.9 Assigning Access Rights During Deposit
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Notes:

Here is how the Producer Agent assigns access rights and retention policies during deposit.

Under Add Deposit Activity > Access Rights and Retention Policies, the producer agent is presented with several access rights options. These options are customizable as we shall later demonstrate.



In this example, the Producer Agent can choose from a list of access rights.

Alternatively you can configure this form to present only one pre-selected option.

In the latter case, the Producer Agent cannot control which Access Rights are assigned to their content, but at least they are informed of them.

Note that the access rights may be changed during the actual SIP processing, when the Staff Assessor, Approver, or Arranger can reassign different Access Rights to each intellectual entity, where appropriate

Also, once the IEs reside in the Permanent repository, editors can update, add, or delete Access Rights policies.

1.10 Access Rights Policy Types
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Notes:

Access rights policies are managed in the List of Shared Metadata in Rosetta.

Navigate to this list via Deposits > Access Rights Policies

Here we can see some out-of-the-box Access Rights polices.

The CONCURRENT_USERS policy stipulates that only a pre-defined number of concurrent users may view an object at the same time.

If this is set to 5, then only 5 concurrent users may view an object at the same time.

The EMBARGOED_FOR_5_YEARS policy limits users from accessing this content until 5 years after the creation date.

You can add additional embargoes for different time periods as needed.

For example, this policy limits users from viewing content until 2017.


By default, if an object has no access restrictions, it should still be linked to the AR_EVERYONE, which means that anyone may access this content. 


You can use the IP_RANGE policy to ensure access to objects only within a specific IP range, for example, on-campus users only.


1.11 What are Retention Periods?
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Notes:

Now, let’s turn our attention to retention periods.
1.12 Material Flow’s Retention Periods
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Notes:

A retention period specifies how long content will be stored in Rosetta’s repository. 

Staff can create and assign the appropriate retention periods as part of the of the Material Flow,.

These policies can be configured by a Rosetta Administrator, a Deposit Manager, or a Negotiator.

Like access rights, retention periods can be assigned to multiple IEs and are also treated as shared metadata.

Retention periods can be based on time elapsed, for example, ten years following the date of ingest.

Or, they cam be based on specific date, for example, December 31, 2020. 

Material associated with the retention policy is deleted when the defined time elapses or the date specified passes. 

Staff can specify that the material be moved to Rosetta’s Recycle Bin, and thus be available for restoring, rather than being permanently deleted.

Rosetta runs the retention period removal job nightly, along with the “IEs to be Deleted” service that reports on upcoming deletions that can be previewed before permanent deletion.

Staff can bypass the retention period if the content should be preserved indefinitely.
1.13 Assigning Retention Policies During Deposit
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Notes:

Producer Agents can assign retention policies as part of the Material Flow during deposit.

The Access Rights and Retention Policy options presented in this example are completely customizable.

Similar to access rights assignment, Producer Agents can choose from a list of retention polices, or they may have only one pre-selected option.

Note that during SIP processing, the Staff Assessor, Approver, or Arranger can reassign different Retention Polices to each IE where appropriate.

Also, Editors can update, add, or delete Retention Policies once the IEs reside in the Permanent repository.

1.14 Retention Policy Types
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Notes:

In the List of Shared Metadata Page in the Rosetta Management module, we can see the out-of-the-box Retention Period.


By default, if an object has no retention period, it is linked to this “NO_RETENTION” policy. 

1.15 Agenda
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Notes:

Now let’s see how to create access rights and their associated expressions.
1.16 List of Access Rights (Shared Metadata Search)
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Notes:

To see the list of Access Rights Polices in the Rosetta Management module, go to Home > Producers > Advanced Tools > Access Rights Policies.

This page enables Deposit Managers to view the existing access rights policies or create new ones.

It is recommended not to use the out-of-the-box access rights policies, but rather refer to them as examples when creating new ones.

Click Edit to view or update an existing access rights policy.
Click Delete to remove an existing access rights policy.


To add a new access rights policy click Add Shared Metadata Record.
1.17 Adding Access Rights Policy
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Notes:

The new access rights policy form opens.

Select a Copyright Template from the drop-down list. This is the customizable copyright statement shown to the users before they view the object.

The Description field is a mandatory internal field that only displays to Staff in the Rosetta Management Module; specifying the type of policy.

The “When view is restricted show the following message” field allows you to include a statement for cases when the user is restricted from viewing the content.

For example “Access to this content is embargoed until June of 2020”.

You may recall that access rights policies must include expressions that define the specific conditions must be met for the user to access the intellectual entity. 

Click “Add Expression” to create the first expression.

1.18 Add Expressions to Policy
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Notes:

The Add Expression form opens.

An access rights policy can contain multiple expressions based on different criteria.

The Criteria drop-down list allows you to select the criterion by which Rosetta must compare the user’s parameters with the access right’s expressions you are defining.

The criteria values shown are defined in the Access Rights Key Code Table.

To see a full list of these criteria and their functions, refer to the Adding an Access Rights Policy chapter of the Rosetta Staff User Guide.

Select your criterion. The specific parameters you need to fill in for that criterion are now shown.

Select the “Operator” for that specific criterion.

In this example the Access Rights policy is based on a User Group, so the only Operator options include equal, contains, and not equal.

If, for example, not equal is chosen, you will need to indicate in the Value 1 field which user group is excluded from viewing this content.

Click the Save button to save the expression and return to the Edit Access Rights Policy screen.

You can then decide whether to save the entire policy, or add more expressions.

1.19 Adding More Expressions
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Notes:

If you opt to add more expressions to your access rights policy, you can either add them to the same group of expressions, or to a new group.

Rosetta reads the expressions within a group as if an AND operator separates them, so all conditions in the group must be met in order for the policy to take effect.

Between the groups, Rosetta reads a logical OR, so it’s enough for only one group to meet the conditions, and our policy will take effect.

If your policy includes more than one group, make sure you have the correct group specified when adding another expression.
1.20 Expressions Groups
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Notes:

In this example, there are two Groups of expressions for this access rights policy.

Group 1 indicates that the “User Group not equal Guest “ and Group 2 indicates that “User Group not equal Students”.

Since Rosetta reads the groups as if an OR logical operator separated them, this will be interpreted as:

“User Group not equal Guest “ **OR** “User Group not equal Students”.

This means that both guests and students won’t be able to access this IE.

When all of the desired groups and expressions have been established, click Save. 

A confirmation window appears, indicating that this access rights policy and its associated expressions are shared by all institutions within the same Rosetta installation.

When you click Yes to continue you are making this policy available to all Rosetta institutions.
1.21 New Policies in Shared Metadata List
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Notes:

Saving the new access rights policy returns you to the Metadata Search page where your new access rights policy is listed.

You may recall that the out-of-the-box access rights policies have verbal names like “AR_EVERYONE”; this is the unique metadata ID, or MID.

When you create new policies and expressions they will be assigned a numeric MID, as in this example the shared metadata ID is “2841”.
1.22 Link Access Rights Plicy to Material Flow
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Notes:

To enable Producer Agents to use the access rights policy, Staff must link it with a Material Flow.

This topic will be covered in the “Managing Material Flows - Combining Material Flow components” session.
1.23 Example: IP Range
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Notes:

Before we leave this topic, let’s look at another access rights policy example, limiting by IP range.

In this case the “When view is restricted show the following message” field indicates that a user cannot see objects due to their being outside of the defined IP range.

Let’s click Add Expression to add the IP ranges.

1.24 Example: IP Range (2)
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Notes:

In the Expression editing window, for Criteria we select IP range.

We must also choose an Operator, for this example we’ll chose within, meaning within an IP range.

Next we’ll add the start of the IP range into the Value 1 field and the end of the range into the Value 2 field.


Had we chosen the contains operator, only one Value 1 field would have been presented for adding only one IP.

In that case any user who is not coming from that specific IP would not have access to the content.

When all IPs have been added click Save to see a review screen before clicking Save again to save the access rights policy and its IP range expression.

1.25 Add Retention Periods
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Notes:

Next we’ll demonstrate how to add Retention Periods; which can be based on time elapsed or a specific purge date.


Material associated with the retention policy is deleted when the time elapsed or the date specified passes. 

Users can specify that the material be moved to recycling, and thus be available for restoring, rather than being deleted from the system permanently.
1.26 Adding Retention Periods
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Notes:

To see the list of Retention Polices in the Rosetta Management module, go to Deposits > Retention Policies.

Here Deposit Managers can view and edit existing retention policies or create new ones.

Note that the out-of-the-box retention policies have verbal names like NO_RETENTION; this is the unique Metadata ID, or MID.

Any new retention policies that you create will be assigned a numeric MID.

It is recommended not to use the out-of-the-box retention policy, but rather refer to it as an example when creating new ones.

Click View to view the out-of-the-box retention policy; note that you cannot edit the out-of-the-box policies.

Click Edit to view or update an existing retention policy.
Click Delete to remove an existing retention policy.
To add a new retention policy click Add Shared Metadata Record.
1.27 Based on Date
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Notes:

In this example, the new date-based retention policy form opens.

The mandatory Description field identifies the retention policy type to Staff users in the Rosetta Management Module; it does not display to end users.

The Retention Policy type for this scenario is the After particular date.

Specify the date in the Date field. This is the exact date after which the content will be deleted. 

Use the drop-down calendar to enter this date.

Tick Permanently Delete for permanent deletion.

Leaving this box unticked, which is the default, indicates that the content will be moved to Rosetta’s Recycle Bin on the specified date.

Intellectual entities in the Recycle Bin can be restored.

1.28 Based on Time Elapsed
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Notes:

Here’s what a time-elapsed based retention policy form looks like.

Some of these fields are already familiar to you, let’s focus on the rest.

The Retention Policy type in this case is the Time elapsed.

Reference Date refers to the date or event on which the retention period begins.

The Retention Unit is the unit of time used, as in days or years.

Number of Units defines the number of time units until the full time elapses, for example “180” here means 180 days.
1.29 Editing and Deleting
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Notes:

Next we’ll demonstrate how to edit and delete Access Rights and Retention Periods.
1.30 Editing  and Deleting Access Rights Expressions
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Notes:

You can edit existing access rights policies, for example to add or delete expressions.

To edit an access rights policy, locate the desired policy on the Shared Metadata page and click Edit. 

The Access Rights Editor opens containing one or more expressions. 

Once an expression is defined, it cannot be updated. But you can either add an expression using the Add Expression button or delete an existing one using the Delete button.

When you delete an expression, the group of content consumers for which the expression was defined can no longer view the content object.

Clicking the Save button prompts the “Changes will affect all institutions - Continue?” pop-up.

Click Yes to save your changes and return to the Metadata Search page.

1.31 Deleting Access Rights Policies
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Notes:

Deposit Managers can delete an access rights policy when it is no longer needed.

To delete an access rights policy, locate it on the list and click Delete. 

You will be presented with a confirmation window; clicking Confirm will permanently remove the access rights from all associated entities.
1.32 Editing Retention Policies
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Notes:

Retention Policies too can be edited or deleted from the shared metadata list, in a similar fashion to access rights.


1.33 Summary
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Notes:

In this session we continued to review the Material Flow components, focusing on access rights and retention periods.

We defined access rights and retention periods.

We saw how to create them in Rosetta.

Finally, we demonstrated how to update and delete access rights and retention periods.
1.34 Additional Resources
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Notes:

Thank you for joining us today!

We recommend that you continue to view the Managing Material Flows sessions to get acquainted with the other components of material flow.
These sessions and other documents and materials can be found in the Ex Libris Knowledge Center: knowledge.exlibrisgroup.com

1.35 About this Training
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Notes:

1 (Slide Layer)
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2 (Slide Layer)
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3 (Slide Layer)
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4 (Slide Layer)
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