
Roles and RoleSync

1.1 Roles and RoleSync
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Notes:

Welcome to this session on App Roles and Customer Roles within the campusM app, and the synchronization function carried out by the RoleSync web service.
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Notes:

We will start with an overview of the Enterprise Roles section, that includes Customer Roles and App Roles. Once we understand the framework, we’ll look at first Customer Roles and then App Roles in more detail. 
We’ll finish with an explanation of the RoleSync web service that provides synchronization between the customer backend system and the campusM app.

1.3 Enterprise Roles
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Notes:

The Enterprise Roles section in App Settings allows an organization to define and categorize their end users so that the resources that are deployed within the app can be targeted at the appropriate audience at increasing levels of granularity. 

In this diagram, we get an overview of the process, accompanied by a brief explanation of the broad purpose of the Enterprise Role and, at the bottom, an example of how it is used.


Profile Groups offer a broad categorization of the end user community and are also used to determine the method of authentication when an end user logs into the app.


A Profile Group may have several App Profiles associated with it. App Profiles apply broad technical settings and enable the app to be configured against this high-level framework. Both of these categorizations are covered in more detail in a separate session. 


End users are categorized to a much greater level of granularity using Customer Roles and App Roles. These two elements are also essential to the level of personalization achieved. The Customer Role defines the end user community on a customer backend system such as Active Directory or the Student Records System. App Roles specify a set of permissions that control which aspects of the app are available to each Customer Role, such as a First Year Student, a student studying Chemistry, and so on. App Roles are associated with the App Profile where they inherit the global and technical settings.
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Notes:

It is important to understand how Customer Roles are created and defined before explaining App Roles and exactly how these two Enterprise Roles relate to one another. 

1.5 Customer Roles
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Notes:

A Customer Role is defined by categorization in the customer’s own backend system, such as Active Directory or the Student Records system. Organizational groups defined and managed within the backend system can be used to provide sets of permissions within the campusM app. The groups can indicate year of study, subject of study, level of study, special permissions, accommodation type, extra curricular activities, and so on.
An end user is usually listed in more than one group in the backend system, such as Third Year Student and Chemistry Student. They therefore inherit multiple Customer Roles when they log in to the campusM app. It is the act of authenticating against the backend system that identifies the student and the Active Directory containers to which they belong and thus determines their Customer Roles within the app.
A Customer Role is created within App Manager, usually by campusM during the initial implementation, to correlate to each different group within the customer’s backend system. Each individual grouping is identified with a unique string so that the data can be extrapolated when the end user is authenticated.
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Notes:

Now that we have a better understanding of the function of Customer Roles, we’ll look at App Roles to see how the two elements combine to give a unique end user experience.

1.7 App Roles
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Notes:

App Roles are the function that connects Customer Roles to components within the app. Each Customer Role defined in the campusM app has a corresponding App Role, such as a first year student or Chemistry student, that extends a set of permissions defining what components each user can see for that Customer Role. These components may be menu tiles, campus maps or news and events functions. 
In this example, Student 1 is included in the group of First Year Students and as a Chemistry Student. The app therefore displays the default Role tiles and the menu tiles appropriate to their status as a first year student studying Chemistry.
Student 6, however, is a Third Year Student studying Chemistry. They see the same menu tiles as Student 1 for Chemistry but would only see tiles appropriate for third year students.
Student 3 is a first year student and sees the same tiles for that group as Student 1 but is studying English, so sees the menu tiles for English instead of Chemistry. They are also a member of the Rugby Club and see the menu options, news and events associated with this membership.
1.8 Creating a New App Role Record
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Notes:

The App Role configuration provides the linkage between all elements of the Enterprise Roles hierarchy. It also allows the administrator to select which options are available to the App Role. Click the Add app role button to create a new record.

The Profile field links the App Role to the App Profile, to set the broad technical settings. The Description is the description for this App Role. The Default role field defines whether this is the default role using a Yes/No check box. Setting it as Yes enables the administrator to define a series of default components that all users should see, reducing the amount of administrative effort and maintaining consistency. For example, a default role ensures that all students see the Timetable, campus maps and Pocket Guides, without the administrator having to add the options to each App Role individually.

The Customer role field defines the Customer Role to which this App Role is applied. This First Year Students App Role is linked here to the First Year Student Customer Role. The drop-down list offers all existing Customer Roles but only one can be selected.

The remaining options in the record allow the administrator to define which options are linked to this App Role record to ultimately define the end user experience, including menu options, Home Page Banners and Feeds, RSS Categories and Feeds, alerting services, campus maps and Location Categories. Click on the hyperlink to select which options are available.

Once the record is complete, it should be saved. 
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Notes:

The RoleSync web service provides the link between the Customer Roles defined on the customer’s backend system, and the App Roles, defined in App Manager in the campusM Cloud. The RoleSync integration with the backend system is carried out by campusM during the initial implementation.

1.10 RoleSync Web Service
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Notes:

When an end user accesses the app on their mobile device, the unique keys for the Customer Role are derived from the customer backend system, such as Active Directory. The RoleSync service translates the Customer Role into an App Role on the campusM Cloud. The end user sees the tiles, maps, news and events applicable to their Customer Role or Roles, which has a set of corresponding permissions defined as an App Role.
The roles set up against an individual user can be viewed in the Person Roles record in App Manager.
1.11 App Role Updates
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Notes:

If a Customer Role changes on the University backend system or is no longer applicable, the backend system needs to invoke the SetRolesUpdated web service on the campusM Cloud. The next time the end user enters the app, the RoleSync web service is triggered to update the App Roles for the end user.
The RoleSync service calls the Login web service again and downloads the revised roles from the University backend system. The app is synchronized and displays the appropriate content tiles to the end user.
1.12 Session Review
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Notes:

This concludes the session on Roles in the campusM app and the function of the RoleSync web service.
We started with an overview of the Enterprise Roles, concentrating specifically on Customer Roles and App Roles and how they interact with one another to provide a highly personalized app experience. 
We then looked at how the RoleSync web service provides the link between the Customer Roles on the customer backend system and the App Roles in the campusM app.




1.13 Thank You!
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Additional Resources

*  Search the Ex Libris Knowledge Center:

*  Search the campusM Product Documentation:





Notes:

Further information about all the Enterprise Roles, including Customer Roles and App Roles, and the RoleSync web service can be found in the comprehensive online documentation in the Ex Libris Knowledge Center.
Thank you.



Published by Articulate® Storyline www.articulate.com

